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QUESTION 1

Which certificate format does a Cisco WSA need when HTTPS proxy is configured?
A. DER

B. CER

C. PEM

D. CRL

Correct Answer: C

Reference: https://community.cisco.com/t5/security-documents/wsa-training-series-how-to-configure-the-https-proxy-on-
the/ta-p/3148673

QUESTION 2

How does the Cisco WSA choose which scanning engine verdict to use when there is more than one verdict?
A. based on the least restrictive verdict

B. based on the most restrictive verdict

C. based on the first verdict returned

D. based on the last verdict returned

Correct Answer: B

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-0O/user_guide/b_WSA_UserGuide/b_WSA_User
Guide_chapter_010000.html

QUESTION 3

A network administrator noticed that all traffic that is redirected to the Cisco WSA from the Cisco ASA firewall cannot get
to the Internet in a Transparent proxy environment using WCCP. Which troubleshooting action must be taken on the CLI
to make sure that WCCP communication is not failing?

A. Disable WCCP to see if the WCCP service is causing the issue

B. Explicitly point the browser to the proxy

C. Ping the WCCP device

D. Check WCCP logs in debug mode

Correct Answer: D
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QUESTION 4

Which IP address and port are used by default to run the system setup wizard?
A. http://192.168.42.42:80

B. https://192.168.42.42:8080

C. https://192.168.42.10:8443

D. http://192.168.43.42:8080

Correct Answer: B

Reference: https://www.cisco.com/c/dam/en/us/td/docs/security/content_security/hardware/x95_series/Sx95 GSG.pdf
(14)

QUESTION 5

What is required on the Cisco WSA when an AMP file reputation server private cloud is configured?
A. private key from the server to encrypt messages

B. private key to decrypt messages

C. public and private keys from the server

D. public key from the server

Correct Answer: D

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-0/user_guide/b_WSA_UserGuide/b_WSA_User
Guide_chapter_010001.html
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