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QUESTION 1

Which two parameters are mandatory to control access to websites with proxy authentication on a Cisco WSA?
(Choose two.)

A. External Authentication

B. Identity Enabled Authentication
C. Transparent User Identification
D. Credential Encryption

E. Authentication Realm

Correct Answer: BE

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-7/user_guide/b_WSA_ UserGuide_ 11 7/b_ WSA _
UserGuide_11 7_appendix_010111.html

QUESTION 2

What is the function of a PAC file on a Cisco WSA?

A. The file allows redirection of web traffic to a specific proxy server

B. The file is mandatory for a transparent proxy to redirect user traffic

C. The file provides instructions about which URL categories are permitted
D. The file is mandatory for an explicit proxy to forward user traffic

Correct Answer: A

Reference: https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wlan-security/116052-config-webauth-
proxy-00.html

QUESTION 3

A network administrator noticed that all traffic that is redirected to the Cisco WSA from the Cisco ASA firewall cannot get
to the Internet in a Transparent proxy environment using WCCP. Which troubleshooting action must be taken on the CLI
to make sure that WCCP communication is not failing?

A. Disable WCCP to see if the WCCP service is causing the issue

B. Explicitly point the browser to the proxy

C. Ping the WCCP device

D. Check WCCP logs in debug mode
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Correct Answer: D

QUESTION 4

When an access policy is created, what is the default option for the Application Settings?
A. Use Global Policy Applications Settings

B. Define the Applications Custom Setting

C. Set all applications to Block

D. Set all applications to Monitor

Correct Answer: A

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-7/user_guide/b_WSA_ UserGuide_11_7/b_WSA_
UserGuide_11_7_chapter_01111.html

QUESTION 5

Which statement about identification profile default settings on the Cisco WSA is true?
A. Identification profiles do not require authentication

B. Guest identification profile should be processed first

C. Identification profiles can include only one user group

D. AsyncOS processes identification profiles alphabetically

Correct Answer: A

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-0O/user_guide/b_WSA_ UserGuide/b_WSA_User
Guide_chapter_011001.html#con_1415970
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