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QUESTION 1

Which two sources provide data to Cisco Advanced Web Security Reporting to create dashboards? (Choose two.)
A. Cisco WSA devices

B. Cisco ISE

C. Cisco ASAv

D. Cisco Security MARS

E. Cisco Cloud Web Security gateways

Correct Answer: AE

Reference: https://www.cisco.com/c/dam/en/us/td/docs/security/wsa/Advanced_Reporting/WSA_Advanced_Reporting_
6/Advanced_Web_Security_Reporting_6_1.pdf

QUESTION 2

Which response code in the access logs indicates that a transaction was blocked due to policy?
A. TCP_DENIED/407

B. TCP_DENIED/401

C. TCP_DENIED/403

D. TCP_DENIED/307

Correct Answer: A

Reference: https://docuri.com/download/instructions_59a8d562f581719e12ad43fe_pdf

QUESTION 3

What is required on the Cisco WSA when an AMP file reputation server private cloud is configured?
A. private key from the server to encrypt messages

B. private key to decrypt messages

C. public and private keys from the server

D. public key from the server

Correct Answer: D

Reference: https://www.cisco.com/c/en/us/td/docs/security/wsa/wsall-0O/user_guide/b_WSA_ UserGuide/b_WSA_User
Guide_chapter_010001.html
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QUESTION 4

What is needed to enable an HTTPS proxy?
A. self-signed server certificate

B. trusted third-party CA signed root certificate
C. self-signed CSR

D. self-signed root certificate

Correct Answer: C

Reference: https://community.cisco.com/t5/web-security/cisco-wsa-https-proxy-certificate-issue/td-p/3019392

QUESTION 5

Which configuration option is suitable for explicit mode deployment?
A. PAC

B. WCCP

C.ITD

D. PBR

Correct Answer: A

In explicit-mode deployment, users will point the proxy setting to WSA. This can be done by pointing directly to WSA or
via a PAC (Proxy Auto-Config) file.
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