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QUESTION 1

Refer to the exhibit. 

VPN tunnels between a spoke and two DMVPN hubs are not coming up. The network administrator has verified that the
encryption, hashing, and DH group proposals for Phase 1 and Phase 2 match on both ends. What is the solution to this
issue? 

A. Ensure bidirectional UDP 500/4500 traffic. 

B. Increase the isakmp phase 1 lifetime. 

C. Add NAT statements for VPN traffic. 

D. Enable shared tunnel protection. 

Correct Answer: A 

 

QUESTION 2

Refer to the exhibit. 
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An engineer is building an IKEv1 tunnel to a peer Cisco ASA, but the tunnel is failing. Based on the configuration in the
exhibit, which action must be taken to allow the VPN tunnel to come up? 

A. Add a route for the 10.7.7.0/24 network to egress the outside interface. 

B. Enable IKEv1 on the outside interface. 

C. Change the IKEv1 policy number to be at least 256. 

D. Change the transform set mode to transport. 

Correct Answer: B 
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QUESTION 3

After a user configures a connection profile with a bookmark list and tests the clientless SSLVPN connection, all of the
bookmarks are grayed out. What must be done to correct this behavior? 

A. Apply the bookmark to the correct group policy. 

B. Specify the correct port for the web server under the bookmark. 

C. Configure a DNS server on the Cisco ASA and verify it has a record for the web server. 

D. Verify HTTP/HTTPS connectivity between the Cisco ASA and the web server. 

Correct Answer: C 

 

QUESTION 4

Refer to the exhibit. 

A customer cannot establish an IKEv2 site-to-site VPN tunnel between two Cisco ASA devices. Based on the syslog
message, which action brings up the VPN tunnel? 

A. Reduce the maximum SA limit on the local Cisco ASA. 

B. Increase the maximum in-negotiation SA limit on the local Cisco ASA. 

C. Remove the maximum SA limit on the remote Cisco ASA. 

D. Correct the crypto access list on both Cisco ASA devices. 

Correct Answer: B 

 

 

QUESTION 5

What is a requirement for smart tunnels to function properly? 

A. Java or ActiveX must be enabled on the client machine. 

B. Applications must be UDP. 

C. Stateful failover must not be configured. 
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D. The user on the client machine must have admin access. 

Correct Answer: A 

Reference: https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-
firewalls/111007-smart-tunnel-asa-00.html 
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