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QUESTION 1

Refer to the exhibit. 

VPN tunnels between a spoke and two DMVPN hubs are not coming up. The network administrator has verified that the
encryption, hashing, and DH group proposals for Phase 1 and Phase 2 match on both ends. What is the solution to this
issue? 

A. Ensure bidirectional UDP 500/4500 traffic. 

B. Increase the isakmp phase 1 lifetime. 

C. Add NAT statements for VPN traffic. 

D. Enable shared tunnel protection. 

Correct Answer: A 

 

QUESTION 2

DRAG DROP
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Drag and drop the correct commands from the night onto the blanks within the code on the left to implement a design
that allow for dynamic spoke-to-spoke communication. Not all comments are used.

Select and Place:

Correct Answer:
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Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_dmvpn/configuration/xe-16/sec-conn-dmvpn-
xe-16-book/sec-conn-dmvpn-summ-maps.html

 

QUESTION 3

Which technology and VPN component allows a VPN headend to dynamically learn post NAT IP addresses of remote
routers at different sites? 
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A. DMVPN with ISAKMP 

B. GETVPN with ISAKMP 

C. DMVPN with NHRP 

D. GETVPN with NHRP 

Correct Answer: C 

 

QUESTION 4

Refer to the exhibit. 

A site-to-site tunnel between two sites is not coming up. Based on the debugs, what is the cause of this issue? 

A. An authentication failure occurs on the remote peer. 

B. A certificate fragmentation issue occurs between both sides. 

C. UDP 4500 traffic from the peer does not reach the router. 

D. An authentication failure occurs on the router. 

Correct Answer: C 
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QUESTION 5

A network engineer is implementing a FlexVPN tunnel between two Cisco IOS routers. The FlexVPN tunnels will
terminate on encrypted traffic on an interface configured with an IP MTU of 1500, and the company has a security policy
to drop fragmented traffic coming into or leaving the network. The tunnel will be used to transfer TFTP data between
users and internal servers. When the TFTP traffic is not traversing a VPN, it can have a maximum IP packet size of
1500. Assuming the encrypted payload will add 90 bytes, which configuration allows TFTP traffic to traverse the
FlexVPN tunnel without being dropped? 

A. Set the tunnel IP MTU to 1500. 

B. Set the tunnel tcp adjust-mss to 1460. 

C. Set the tunnel IP MTU to 1400. 

D. Set the tunnel tcp adjust-mss to 1360. 

Correct Answer: C 

tcp adjust-mss is for tcp traffic only. TFTP is UDP. The only answer can be C. 
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