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QUESTION 1

When deploying a site-to-site VPN, what must be used to minimize IP fragmentation? 

A. IKE version 1 

B. ISAKMP over UDP 500 

C. Dead Peer Detection 

D. Path MTU Discovery 

Correct Answer: D 

 

QUESTION 2

Which command shows the smart default configuration for an IPsec profile? 

A. show run all crypto ipsec profile 

B. ipsec profile does not have any smart default configuration 

C. show smart-defaults ipsec profile 

D. show crypto ipsec profile default 

Correct Answer: D 

 

QUESTION 3

Which command must be configured on the tunnel interface of a FlexVPN spoke to receive a dynamic IP address from
the hub? 

A. ip address negotiated 

B. ip unnumbered 

C. ip address dhcp 

D. ip address pool 

Correct Answer: B 

 

QUESTION 4

Refer to the exhibit. 
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What is a result of this configuration? 
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A. Spoke 1 fails the authentication because the authentication methods are incorrect. 

B. Spoke 2 passes the authentication to the hub and successfully proceeds to phase 2. 

C. Spoke 2 fails the authentication because the remote authentication method is incorrect. 

D. Spoke 1 passes the authentication to the hub and successfully proceeds to phase 2. 

Correct Answer: A 

 

 

QUESTION 5

What uses an Elliptic Curve key exchange algorithm? 

A. ECDSA 

B. ECDHE 

C. AES-GCM 

D. SHA 

Correct Answer: B 

Reference: https://blog.cloudflare.com/a-relatively-easy-to-understand-primer-on-elliptic-curve-cryptography/ 
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