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QUESTION 1

Which command shows the smart default configuration for an IPsec profile? 

A. show run all crypto ipsec profile 

B. ipsec profile does not have any smart default configuration 

C. show smart-defaults ipsec profile 

D. show crypto ipsec profile default 

Correct Answer: D 

 

QUESTION 2

Which Diffie Hellman group should be used when ECDH is required in a VPN configuration? 

A. 24 

B. 19 

C. 16 

D. 15 

Correct Answer: B 

 

QUESTION 3

A network engineer must design a clientless VPN solution for a company. VPN users must be able to access several
internal web servers. When reachability to those web servers was tested, it was found that one website is not being
rewritten correctly by the ASA. What is a potential solution for this issue while still allowing it to be a clientless VPN
setup? 

A. Set up a smart tunnel with the IP address of the web server. 

B. Set up a NAT rule that translates the ASA public address to the web server private address on port 80. 

C. Set up Cisco AnyConnect with a split tunnel that has the IP address of the web server. 

D. Set up a WebACL to permit the IP address of the web server. 

Correct Answer: B 

 

QUESTION 4

Which two NHRP functions are specific to DMVPN Phase 3 implementation? (Choose two.) 
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A. registration reply 

B. redirect 

C. resolution reply 

D. registration request 

E. resolution request 

Correct Answer: CE 

Registration reply/request in present in all DMVPN phases Resolution reply/request in only in DMVPN phase 3 

 

QUESTION 5

An administrator is setting up Cisco AnyConnect on a Cisco ASA with the requirement that AnyConnect automatically
establishes a VPN when a company-owned laptop is connected to the internet outside of the corporate network. Which
configuration meets these requirements? 

A. SBL with user certificate authentication 

B. TND with machine certificate authentication 

C. SBL with machine certificate authentication 

D. TND with user certificate authentication 

Correct Answer: D 
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