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QUESTION 1

Refer to the exhibit.

Request URL:
https://198.18.133.8/api/fdm/v1/policy/intrusionpolicies

What is the purpose of the API represented by this URL?
A. Getting or setting intrusion policies in FMC

B. Creating an intrusion policy in FDM

C. Updating access policies

D. Getting the list of intrusion policies configured in FDM

Correct Answer: D

QUESTION 2

Which API capability is available on Cisco Firepower devices?
A. Firepower Management Center - Sockets API

B. Firepower Management Center - eStreamer API

C. Firepower Management Center - Camera API

D. Firepower Management Center - Host Output API

Correct Answer: B

QUESTION 3
DRAG DROP

Drag and drop the code to complete the script to search Cisco ThreatGRID and return all public submission records
associated with cisco.com. Not all options are used.

Select and Place:
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import reguests

API KEY = 'asdfl234asdflZ34asdfl234’

QUERY = ' ’

URL = 'https://panacea.threatgrid.com/api/v2/ /

PARAMS={"g" : QUERY, "api key":API KEY]}
request = requests.get (url=URL, params=FARAMS)

print(regquest.json])

submissions public query

cisco search ciaco.com

Correct Answer:

import requests
API KEY = 'asdfl234asdflZ3idasdfl234’

QUERY = ! cisco.com ”'

URL = 'https://panacea.threatgrid.com/api/v2/ search / | submissions

PARAMS={"g" : QUERY, "api key":API KEY]}
request = requests.get (url=URL, params=FPARAMS)

print(request.json])

public query

ciasco

Reference: https://community.cisco.com/t5/endpoint-security/amp-threat-grid-api/m-p/3538319

QUESTION 4

Refer to the exhibit.
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quiz = [

"guestion": "Which of these is an IEEE standard for port-based Network Access Contrel”,
"choicea™: (["a™: "802.11x", "b": "802.1x", "c": "802.11a", "d": "802.11b"},
"answer": "b"

b,

Which expression prints the text "802.1x"?

A. print(quiz[0][\\'choices\\][\\'b\\'])

B. print(quiz[\\'choices\\][\\'b\\'])

C. print(quiz[0][\\'choices\\][\Wb\\][\W'802.1x\\'])
D. print(quiz[O][\\'question\\'][\\'choices\\'][\\'b\\])

Correct Answer: A

QUESTION 5

Refer to the exhibit.

import json
import requests

USER = "admin"

PASS = "Clscol2345"
TENAT_ID = "132"%
TAG ID = "24"

BASE URL = "https://198.18.128.136"
CREDENTIALS = {'password': PASS, 'uasername': USER}

L}MZ_J.P = "198.18.128.147"
HEADERS = {'Content-type': 'application/json', 'Accept': 'application/json'}
session = requests.Session ()

3ession.poat[BASE_URL+"/token/vzfauthenticate", data= CREDENTIALS, verify=False)
TAG _URL=BASE URL+"/smc-configuration/rest/vl/tenants/{0}/tags/{1}".format (TENAT ID, TAG ID)

tag_session = session.get (url=TAG URL, verify=False).content.decode ()

A network operator wants to add a certain IP to a DMZ tag. Which code segment completes the script and achieves the
goal?
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A tag data = json.dumps (tag session) ['data']
tag_data['rangez'].append (DMZ_TIF)
session.put (TAG_URL, json=tag data, headers=HEADERS, verify=False)
B tag data = json.loads(tag session) ['data']
tag data['rangea'].append(DMZ IF)
session.put (TRG _URL, data=tag data, headers=HEADERS, verify=False)
C. tag data = json.dumps(tag session) ['data']
tag data['range='] .append(DMZI_ IF)
session.put (TAG URL, data=json.loads(tag data), headers=HEADERS, verify=False)
D. tag data = Json.loads(tag sessaion) ['data']
tag data['ranges’'] .append(DMZ IP)
session.put (TAG_URL, json=tag_data, headers=HEADERS, verify=False)
A. Option A
B. Option B
C. Option C
D. Option D

Correct Answer: A
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