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QUESTION 1

Refer to the exhibit.

import requests

API KEY = "12345678%abcdef"

URL = "https://example.obsrvbl.com/api/v3/alerts/alert/"
HEADERS = {"Authorization": "Bearer {}".format (API_KEY) }

response = requests.get (URL, headers=HEADERS)

A security engineer created a script and successfully executed it to retrieve all currently open alerts. Which print
command shows the first returned alert?

A. print(response[data][0])

B. print(response[results][0])

C. print(response.json()[data][0])
D. print(response.json()[results][0])

Correct Answer: A

QUESTION 2

Which URI string is used to create a policy that takes precedence over other applicable policies that are configured on
Cisco Stealthwatch?

A. ltenants/{tenantld}/policy/system/host-policy
B. /tenants/{tenantld}/policy/system/role-policy
C. tenants/{tenantld}/policy/system

D. /tenants/{tenantld}/policy/system/{policyld}

Correct Answer: A

QUESTION 3
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Refer to the exhibit.

import requests

URL = 'https://reports.api.umbrella.com/vl/organizations/fe4936f9/destinations/www.cisco.com/activity"
HEARDERS = {'Authorization': 'Basic aGVsb2%0YXVi¥ndS5YXNk'}

response = requests.get (URL, headers=HEADERS)

The script outputs too many results when it is queried against the Cisco Umbrella Reporting API.
Which two configurations restrict the returned result to only 10 entries? (Choose two.)

A. Add params parameter in the get and assign in the {"return": "10"} value.

B. Add ?limit=10 to the end of the URL string.

C. Add params parameter in the get and assign in the {"limit": "10"} value.

D. Add ?find=10 to the end of the URL string.

E. Add ?return=10 to the end of the URL string.

Correct Answer: BC

QUESTION 4

Refer to the exhibit.

import json
import requests

USER = "admin"

PASS = "Clscol2345"

TENRT_ID = n132"

TAG ID = "24"

BEASE URL = "https://198.18.128.136"

CREDENTIALS = {'password': PASS, 'username': USER}

DMZ_IP = "198.18.128.147"

HEADERS = {'Content-type': 'application/json', 'Accept': 'application/json'}
session = requests.Session()

session.poat[BASE_URL+"/token/vzfauthenticate", data= CREDENTIALS, verify=False)
TAG URL=BASE URL+"/smc-configuration/rest/vl/tenants/{0}/tags/{11".format (TENAT ID, TAG ID)

tag_session = session.get (url=TAG URL, verify=False).content.decode ()

A network operator wants to add a certain IP to a DMZ tag. Which code segment completes the script and achieves the
goal?
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A tag data = json.dumps (tag session) ['data']

tag_data['rangez'].append (DMZ_TIF)

session.put (TAG_URL, json=tag data, headers=HEADERS, verify=False)
B tag data = json.loads(tag session) ['data']

tag data['rangea'].append(DMZ IF)

seasion.put (TRG_URL, data=tag_data, headers=HEADERS, wverify=False]
C. tag data = json.dumps(tag session) ['data']

tag data['range='] .append(DMZI_ IF)

session.put (TAG URL, data=json.loads(tag data), headers=HEADERS, verify=False)
D. tag data = Json.loads(tag sessaion) ['data']

tag data['ranges’'] .append(DMZ IP)

session.put (TAG_URL, json=tag_data, headers=HEADERS, verify=False)
A. Option A
B. Option B
C. Option C
D. Option D

Correct Answer: A

QUESTION 5

Which API capability is available on Cisco Firepower devices?
A. Firepower Management Center - Sockets API

B. Firepower Management Center - eStreamer API

C. Firepower Management Center - Camera API

D. Firepower Management Center - Host Output API

Correct Answer: B
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