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QUESTION 1
DRAG DROP

Drag and drop the items to complete the pxGrid script to retrieve all Adaptive Network Control policies. Assume that
username, password, and base URL are correct. Not all options are used.

Select and Place:

import base64

import json

import requests

USER = "admin"

PASS = "Cisco1234"

HEADERS = {"Content-Type": "application/json"}

URL = 'https://10.10.20.50:8910/pxgrid/control/ d

b64_pass = base64.b64encode((USER + "' + PASS).encode()).decode()

HEADERS[ Authorization’] = 'Bearer +b64_pass

request = requests. (url=URL, headers=HEADERS)
getPolicies adaptive getControl
control post get

Correct Answer:
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import base64
import json
import requests
USER = "admin"

PASS = "Cisco1234"

HEADERS = {"Content-Type": "application/json"}

URL = 'https://10.10.20.50:8910/pxgrid/control/

HEADERS[ Authorization’] = 'Bearer +b64_pass

getPolicies

request = requests. get

b64_pass = base64.b64encode((USER + "' + PASS).encode()).decode()

(url=URL, headers=HEADERS)

adaptive

getControl

control

post

Reference: https://developer.cisco.com/docs/pxgrid/#!retreiving-all-anc-polices/java-sample-code

QUESTION 2

Which two event types can the eStreamer server transmit to the requesting client from a managed device and a

management center? (Choose two.)
A. user activity events

B. intrusion events

C. file events

D. intrusion event extra data

E. malware events

Correct Answer: BD
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QUESTION 3

Refer to the exhibit.

import requests

API KEY = "12345678%abcdef"

URL = "https://example.obsrvbl.com/api/v3/alerts/alert/"
HEADERS = {"Authorization": "Bearer {}".format (API_KEY) }

response = requests.get (URL, headers=HEADERS)

A security engineer created a script and successfully executed it to retrieve all currently open alerts. Which print
command shows the first returned alert?

A. print(response[data][0])

B. print(response[results][0])

C. print(response.json()[data][0])
D. print(response.json()[results][0])

Correct Answer: A

QUESTION 4

A developer has just completed the configuration of an API that connects sensitive internal systems. Based on company
policies, the security of the data is a high priority.

Which approach must be taken to secure API keys and passwords?
A. Embed them directly in the code.

B. Store them in a hidden file.

C. Store them inside the source tree of the application.

D. Change them periodically.

Correct Answer: D
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QUESTION 5

Which two methods are API security best practices? (Choose two.)
A. Use tokens after the identity of a client has been established.

B. Use the same operating system throughout the infrastructure.
C. Use encryption and signatures to secure data.

D. Use basic auth credentials over all internal API interactions.

E. Use cloud hosting services to manage security configuration.

Correct Answer: AC
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