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QUESTION 1

Which API is used to query if the domain "example.com" has been flagged as malicious by the Cisco Security Labs
team? 

A. https://s-platform.api.opendns.com/1.0/events?example.com 

B. https://investigate.api.umbrella.com/domains/categorization/example.com 

C. https://investigate.api.umbrella.com/domains/volume/example.com 

D. https://s-platform.api.opendns.com/1.0/domains?example.com 

Correct Answer: B 

 

QUESTION 2

DRAG DROP 

Drag and drop the code to complete the curl query to the Umbrella Reporting API that provides a detailed report of
blocked security activity events from the organization with an organizationId of "12345678" for the last 24 hours. Not all
options are used. 

Select and Place: 

Correct Answer: 
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Reference: https://docs.umbrella.com/umbrella-api/docs/security-activity-report 

 

QUESTION 3

Refer to the exhibit. A network operator wrote a Python script to retrieve events from Cisco AMP. 

Against which API gateway must the operator make the request? 

A. BASE_URL = "https://api.amp.cisco.com" 

B. BASE_URL = "https://amp.cisco.com/api" 

C. BASE_URL = "https://amp.cisco.com/api/" 

D. BASE_URL = "https://api.amp.cisco.com/" 

Correct Answer: A 

 

QUESTION 4

Refer to the exhibit. 
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A security engineer attempts to query the Cisco Security Management appliance to retrieve details of a specific
message. What must be added to the script to achieve the desired result? 

A. Add message ID information to the URL string as a URI. 

B. Run the script and parse through the returned data to find the desired message. 

C. Add message ID information to the URL string as a parameter. 

D. Add message ID information to the headers. 

Correct Answer: C 

 

 

QUESTION 5

Which two API capabilities are available on Cisco Identity Services Engine? (Choose two.) 

A. Platform Configuration APIs 

B. Monitoring REST APIs 

C. Performance Management REST APIs 

D. External RESTful Services APIs 

E. Internal RESTful Services APIs 

Correct Answer: BD 
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