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QUESTION 1

Which of the following is a management process that provides a framework for promoting quick recovery and the
capability for an effective response to protect the interests of its brand, reputation, and stakeholders? 

A. Log analysis 

B. Patch management 

C. Incident handling 

D. Business Continuity Management 

Correct Answer: D 

Business Continuity Management is a management process that determines potential impacts that are likely to threaten
an organization. It provides a framework for promoting quick recovery and the capability for an effective response to
protect the interests of its brand, reputation, and stakeholders. Business continuity management includes disaster
recovery, business recovery, crisis management, incident management, emergency management, product recall,
contingency planning, etc. Answer option B is incorrect. Patch management is an area of systems management that
involves acquiring, testing, and installing multiple patches (code changes) to an administered computer system. Patch
management includes the following tasks: Maintaining current knowledge of available patches Deciding what patches
are appropriate for particular systems Ensuring that patches are installed properly Testing systems after installation, and
documenting all associated procedures, such as specific configurations required A number of products are available to
automate patch management tasks, including Ring Master\\'s Automated Patch Management, Patch Link Update, and
Gibraltar\\'s Ever guard. Answer option A is incorrect. This option is invalid. Answer option C is incorrect. Incident
handling is the process of managing incidents in an Enterprise, Business, or an Organization. It involves the thinking of
the prospective suitable to the enterprise and then the implementation of the prospective in a clean and manageable
manner. It involves completing the incident report and presenting the conclusion to the management and providing ways
to improve the process both from a technical and administrative aspect. Incident handling ensures that the overall
process of an enterprise runs in an uninterrupted continuity. 

 

QUESTION 2

Which of the following is a standard protocol for interfacing external application software with an information server,
commonly a Web server? 

A. DHCP 

B. IP 

C. CGI 

D. TCP 

Correct Answer: C 

The Common Gateway Interface (CGI) is a standard protocol for interfacing external application software with an
information server, commonly a Web server. The task of such an information server is to respond to requests (in the
case of web servers, requests from client web browsers) by returning output. When a user requests the name of an
entry, the server will retrieve the source of that entry\\'s page (if one exists), transform it into HTML, and send the result.
Answer option A is incorrect. DHCP is a Dynamic Host Configuration Protocol that allocates unique (IP) addresses
dynamically so that they can be used when no longer needed. A DHCP server is set up in a DHCP environment with the
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appropriate configuration parameters for the given network. The key parameters include the range or "pool" of available
IP addresses, correct subnet masks, gateway, and name server addresses. Answer option B is incorrect. The Internet
Protocol (IP) is a protocol used for communicating data across a packet-switched inter-network using the Internet
Protocol Suite, also referred to as TCP/IP.IP is the primary protocol in the Internet Layer of the Internet Protocol Suite
and has the task of delivering distinguished protocol datagrams (packets) from the source host to the destination host
solely based on their addresses. For this purpose, the Internet Protocol defines addressing methods and structures for
datagram encapsulation. The first major version of addressing structure, now referred to as Internet Protocol Version 4
(IPv4), is still the dominant protocol of the Internet, although the successor, Internet Protocol Version 6 (IPv6), is being
deployed actively worldwide. Answer option D is incorrect. Transmission Control Protocol (TCP) is a reliable, connection-
oriented protocol operating at the transport layer of the OSI model. It provides a reliable packet delivery service
encapsulated within the Internet Protocol (IP). TCP guarantees the delivery of packets, ensures proper sequencing of
data, and provides a checksum feature that validates both the packet header and its data for accuracy. If the network
corrupts or loses a TCP packet during transmission, TCP is responsible for retransmitting the faulty packet. It can
transmit large amounts of data. Application layer protocols, such as HTTP and FTP, utilize the services of TCP to
transfer files between clients and servers. 

 

QUESTION 3

Which of the following router configuration modes changes terminal settings on a temporary basis, performs basic tests,
and lists system information? 

A. Global Config 

B. Interface Config 

C. Privileged EXEC 

D. User EXEC 

Correct Answer: D 

User EXEC is one of the router configuration modes that changes terminal settings on a temporary basis, performs
basic tests, and lists system information. 

Answer option C is incorrect. Privileged EXEC sets operating parameters. 

Answer option A is incorrect. Global Config modifies configuration that affects the system as a whole. 

Answer option B is incorrect. Interface Config modifies the operation of an interface. 

 

QUESTION 4

Alex is administering the firewall in the organization\\'s network. What command will he use to check all the remote
addresses and ports in numerical form? 

A. netstat -a 

B. netstat -ao 

C. netstat -o 

D. netstat -an 
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Correct Answer: D 

 

QUESTION 5

A local bank wants to protect their card holder data. The bank should comply with the __________ standard to ensure
the security of card holder data. 

A. PCI DSS 

B. SOX 

C. HIPAA 

D. ISEC 

Correct Answer: A 
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