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QUESTION 1

Which of the following framework describes the essential characteristics of an organization\\'s security engineering
process that must exist to ensure good security engineering? 

A. COBIT 

B. ITIL 

C. SSE-CMM 

D. SOC-CMM 

Correct Answer: C 

Reference: https://www.iso.org/standard/44716.html 

 

QUESTION 2

Identify the attack, where an attacker tries to discover all the possible information about a target network before
launching a further attack. 

A. DoS Attack 

B. Man-In-Middle Attack 

C. Ransomware Attack 

D. Reconnaissance Attack 

Correct Answer: D 

Reference: https://www2.deloitte.com/content/dam/Deloitte/sg/Documents/risk/sea-risk-cyber-101july2017.pdf 

 

QUESTION 3

Which encoding replaces unusual ASCII characters with "%" followed by the character\\'s two-digit ASCII code
expressed in hexadecimal? 

A. Unicode Encoding 

B. UTF Encoding 

C. Base64 Encoding 

D. URL Encoding 

Correct Answer: D 

Reference: https://ktflash.gitbooks.io/ceh_v9/content/125_countermeasures.html 
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QUESTION 4

Which of the following is a Threat Intelligence Platform? 

A. SolarWinds MS 

B. TC Complete 

C. Keepnote 

D. Apility.io 

Correct Answer: A 

Reference: https://www.esecurityplanet.com/products/threat-intelligence-platforms/ 

 

QUESTION 5

Which one of the following is the correct flow for Setting Up a Computer Forensics Lab? 

A. Planning and budgeting –andgt; Physical location and structural design considerations –andgt; Work area
considerations –andgt; Human resource considerations –andgt; Physical security recommendations –andgt; Forensics
lab licensing 

B. Planning and budgeting –andgt; Physical location and structural design considerations–andgt; Forensics lab licensing
–andgt; Human resource considerations –andgt; Work area considerations –andgt; Physical security recommendations 

C. Planning and budgeting –andgt; Forensics lab licensing –andgt; Physical location and structural design
considerations –andgt; Work area considerations –andgt; Physical security recommendations –andgt; Human resource
considerations 

D. Planning and budgeting –andgt; Physical location and structural design considerations –andgt; Forensics lab
licensing –andgt;Work area considerations –andgt; Human resource considerations –andgt; Physical security
recommendations 

Correct Answer: A 

Reference: https://info-savvy.com/setting-up-a-computer-forensics-lab/ 
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