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QUESTION 1

Harold is a web designer who has completed a website for ghttech.net. As part of the maintenance agreement he
signed with the client, Harold is performing research online and seeing how much exposure the site has received so far.
Harold navigates to google.com and types in the following search. link:www.ghttech.net What will this search produce? 

A. All sites that ghttech.net links to 

B. All sites that link to ghttech.net 

C. All search engines that link to .net domains 

D. Sites that contain the code: link:www.ghttech.net 

Correct Answer: B 

 

QUESTION 2

In a Linux-based system, what does the command "Last -F" display? 

A. Login and logout times and dates of the system 

B. Last run processes 

C. Last functions performed 

D. Recently opened files 

Correct Answer: A 

 

QUESTION 3

A honey pot deployed with the IP 172.16.1.108 was compromised by an attacker. Given below is an excerpt from a
Snort binary capture of the attack. Decipher the activity carried out by the attacker by studying the log. Please note that
you are required to infer only what is explicit in the excerpt. (Note: The student is being tested on concepts learnt during
passive OS fingerprinting, basic TCP/IP connection concepts and the ability to read packet signatures from a sniff
dump.) 03/15-20:21:24.107053 211.185.125.124:3500 -> 172.16.1.108:111 TCP TTL:43 TOS:0x0 ID:29726 IpLen:20
DgmLen:52 DF ***A**** Seq: 0x9B6338C5 Ack: 0x5820ADD0 Win: 0x7D78 TcpLen: 32 TCP Options (3) => NOP NOP
TS: 23678634 2878772 =+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+= 

03/15-20:21:24.452051 211.185.125.124:789 -> 172.16.1.103:111 UDP TTL:43 TOS:0x0 ID:29733 IpLen:20
DgmLen:84 Len: 64 01 0A 8A 0A 00 00 00 00 00 00 00 02 00 01 86 A0 ................ 00 00 00 02 00 00 00 03 00 00 00 00
00 00 00 00 ................ 00 00 00 00 00 00 00 00 00 01 86 B8 00 00 00 01 ................ 00 00 00 11 00 00 00 00 ........
=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+= 03/15-20:21:24.730436
211.185.125.124:790 -> 172.16.1.103:32773 UDP TTL:43 TOS:0x0 ID:29781 IpLen:20 DgmLen:1104 Len: 1084 47 F7
9F 63 00 00 00 00 00 00 00 02 00 01 86 B8 

A. The attacker has conducted a network sweep on port 111 

B. The attacker has scanned and exploited the system using Buffer Overflow 
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C. The attacker has used a Trojan on port 32773 

D. The attacker has installed a backdoor 

Correct Answer: A 

 

QUESTION 4

When you carve an image, recovering the image depends on which of the following skills? 

A. Recognizing the pattern of the header content 

B. Recovering the image from a tape backup 

C. Recognizing the pattern of a corrupt file 

D. Recovering the image from the tape backup 

Correct Answer: A 

 

QUESTION 5

Which of the following file formats allows the user to compress the acquired data as well as keep it randomly
accessible? 

A. Proprietary Format 

B. Generic Forensic Zip (gfzip) 

C. Advanced Forensic Framework 4 

D. Advanced Forensics Format (AFF) 

Correct Answer: B 
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