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QUESTION 1

Jim performed a vulnerability analysis on his network and found no potential problems. He runs another utility that
executes exploits against his system to verify the results of the vulnerability test. The second utility executes five known
exploits against his network in which the vulnerability analysis said were not exploitable. What kind of results did Jim
receive from his vulnerability analysis?

A. False negatives

B. False positives

C. True negatives

D. True positives

Correct Answer: A

QUESTION 2

Where are files temporarily written in Unix when printing?
A. lusr/spool

B. /var/print

C. /spool

D. /var/spool

Correct Answer: D

QUESTION 3

In a virtual test environment, Michael is testing the strength and security of BGP using multiple routers to mimic the
backbone of the Internet. This project will help him write his doctoral thesis on "bringing down the Internet". Without
sniffing the traffic between the routers, Michael sends millions of RESET packets to the routers in an attempt to shut one
or all of them down. After a few hours, one of the routers finally shuts itself down. What will the other routers
communicate between themselves?

A. The change in the routing fabric to bypass the affected router

B. More RESET packets to the affected router to get it to power back up

C. RESTART packets to the affected router to get it to power back up

D. STOP packets to all other routers warning of where the attack originated

Correct Answer: A
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QUESTION 4

How many possible sequence number combinations are there in TCP/IP protocol?
A. 1 billion

B. 320 billion

C. 4 billion

D. 32 million

Correct Answer: C

QUESTION 5

If an attacker\\'s computer sends an IPID of 31400 to a zombie computer on an open port in IDLE scanning, what will be
the response?

A. The zombie will not send a response
B. 31402
C. 31399
D. 31401

Correct Answer: D
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