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QUESTION 1

What type of Virus is shown here? 

A. Cavity Virus 

B. Macro Virus 

C. Boot Sector Virus 

D. Metamorphic Virus 

E. Sparse Infector Virus 

Correct Answer: E 

 

 

QUESTION 2

Jack Hacker wants to break into Brown Co.\\'s computers and obtain their secret double fudge cookie recipe. Jack calls
Jane, an accountant at Brown Co., pretending to be an administrator from Brown Co. Jack tells Jane that there has
been a problem with some accounts and asks her to tell him her password \\'just to double check our records\\'. Jane
believes that Jack is really an administrator, and tells him her password. Jack now has a user name and password, and
can access Brown Co.\\'s computers, to find the cookie recipe. This is an example of what kind of attack? 

A. Reverse Psychology 

B. Social Engineering 

C. Reverse Engineering 

D. Spoofing Identity 

E. Faking Identity 

Correct Answer: B 

This is a typical case of pretexting. Pretexting is the act of creating and using an invented scenario (the pretext) to
persuade a target to release information or perform an action and is usually done over the telephone. 
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QUESTION 3

Attackers can potentially intercept and modify unsigned SMB packets, modify the traffic and forward it so that the server
might perform undesirable actions. Alternatively, the attacker could pose as the server or client after a legitimate
authentication and gain unauthorized access to data. Which of the following is NOT a means that can be used to
minimize or protect against such an attack? 

A. Timestamps 

B. SMB Signing 

C. File permissions 

D. Sequence numbers monitoring 

Correct Answer: ABD 

 

QUESTION 4

Neil is a network administrator working in Istanbul. Neil wants to setup a protocol analyzer on his network that will
receive a copy of every packet that passes through the main office switch. What type of port will Neil need to setup in
order to accomplish this? 

A. Neil will have to configure a Bridged port that will copy all packets to the protocol analyzer. 

B. Neil will need to setup SPAN port that will copy all network traffic to the protocol analyzer. 

C. He will have to setup an Ether channel port to get a copy of all network traffic to the analyzer. 

D. He should setup a MODS port which will copy all network traffic. 

Correct Answer: B 

 

QUESTION 5

What does the term "Ethical Hacking" mean? 

A. Someone who is hacking for ethical reasons. 

B. Someone who is using his/her skills for ethical reasons. 

C. Someone who is using his/her skills for defensive purposes. 

D. Someone who is using his/her skills for offensive purposes. 

Correct Answer: C 

Ethical hacking is only about defending your self or your employer against malicious persons by using the same
techniques and skills. 
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