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QUESTION 1

It has been reported to you that someone has caused an information spillage on their computer. You go to the
computer, disconnect it from the network, remove the keyboard and mouse, and power it down. What step in incident
handling did you just complete?

A. Containment

B. Eradication

C. Recovery

D. Discovery

Correct Answer: A

QUESTION 2

A security engineer has been asked to deploy a secure remote access solution that will allow employees to connect to
the company\\'s internal network. Which of the following can be implemented to minimize the opportunity for the man-in-
the-middle attack to occur?

A. SSL

B. Mutual authentication

C. IPSec

D. Static IP addresses

Correct Answer: C

QUESTION 3

Which technical characteristic do Ethereal/Wireshark, TCPDump, and Snort have in common?
A. They are written in Java.

B. They send alerts to security monitors.

C. They use the same packet analysis engine.

D. They use the same packet capture utility.

Correct Answer: D

QUESTION 4

You have compromised a server and successfully gained a root access. You want to pivot and pass traffic undetected
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over the network and evade any possible Intrusion Detection System.

What is the best approach?

A. Install Cryptcat and encrypt outgoing packets from this server.

B. Install and use Telnet to encrypt all outgoing traffic from this server.

C. Use Alternate Data Streams to hide the outgoing packets from this server.

D. Use HTTP so that all traffic can be routed via a browser, thus evading the internal Intrusion Detection Systems.
Correct Answer: A

Cryptcat enables us to communicate between two systems and encrypts the communication between them with
twofish.

References: http://null-byte.wonderhowto.com/how-to/hack-like-pro-create-nearly- undetectable-backdoorwith-
cryptcat-0149264/

QUESTION 5

Which of the following is designed to identify malicious attempts to penetrate systems?
A. Intrusion Detection System

B. Firewall

C. Proxy

D. Router

Correct Answer: A

An intrusion detection system (IDS) is a device or software application that monitors network or system activities for
malicious activities or policy violations and produces electronic reports to a management station.

References: https://en.wikipedia.org/wiki/Intrusion_detection_system
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