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QUESTION 1

Which of the following is a detective control?
A. Smart card authentication

B. Security policy

C. Audit trail

D. Continuity of operations plan

Correct Answer: C

QUESTION 2

Under what conditions does a secondary hame server request a zone transfer from a primary name server?
A. When a primary SOA is higher that a secondary SOA

B. When a secondary SOA is higher that a primary SOA

C. When a primary name server has had its service restarted

D. When a secondary name server has had its service restarted

E. When the TTL falls to zero

Correct Answer: A

QUESTION 3

Chandler works as a pen-tester in an IT-firm in New York. As a part of detecting viruses in the systems, he uses a
detection method where the anti-virus executes the malicious codes on a virtual machine to simulate CPU and memory
activities. Which type of virus detection method did Chandler use in this context?

A. Heuristic Analysis

B. Code Emulation

C. Integrity checking

D. Scanning

Correct Answer: B

QUESTION 4

Which of the following tools would MOST LIKELY be used to perform security audit on various of forms of network
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systems?

A. Intrusion Detection System
B. Vulnerability scanner

C. Port scanner

D. Protocol analyzer

Correct Answer: B

QUESTION 5

Within the context of Computer Security, which of the following statements describes Social Engineering best?
A. Social Engineering is the act of publicly disclosing information

B. Social Engineering is the means put in place by human resource to perform time accounting

C. Social Engineering is the act of getting needed information from a person rather than breaking into a system
D. Social Engineering is a training program within sociology studies

Correct Answer: C
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