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QUESTION 1

Which of the following is a client-server tool utilized to evade firewall inspection?
A. tcp-over-dns

B. kismet

C. nikto

D. hping

Correct Answer: A

QUESTION 2

Take a look at the following attack on a Web Server using obstructed URL:

http://www.certifiedhacker.com/script.ext?
template=%2e%2e%2f%2e% 2242 2% 256027450322 E%T0%612T3%73577%64
This request is mads up of:

LlakatifE2a%2f2lal et = . F .S L./
B65%74%63 = ete
52f =/

270%E61%73%73%77%54 = pagsswd

How would you protect from these attacks?

A. Configure the Web Server to deny requests involving "hex encoded" characters
B. Create rules in IDS to alert on strange Unicode requests

C. Use SSL authentication on Web Servers

D. Enable Active Scripts Detection at the firewall and routers

Correct Answer: B

QUESTION 3

On performing a risk assessment, you need to determine the potential impacts when some of the critical business
process of the company interrupt its service. What is the name of the process by which you can determine those critical
business?

A. Risk Mitigation

B. Emergency Plan Response (EPR)

C. Disaster Recovery Planning (DRP)
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D. Business Impact Analysis (BIA)

Correct Answer: D

QUESTION 4

Which of the following is a serious vulnerability in the popular OpenSSL cryptographic software library? This weakness
allows stealing the information protected, under normal conditions, by the SSL/TLS encryption used to secure the
Internet.

A. Heartbleed Bug

B. POODLE

C. SSL/TLS Renegotiation Vulnerability

D. Shellshock

Correct Answer: A

QUESTION 5

The following is a sample of output from a penetration tester\\'s machine targeting a machine with the IP address of
192.168.1.106:

[ATTEMPT] target 1492 168.1.106 - login "root” - pass "a" 1 of 20
[ATTEMPT] target 192 168.1.106 - login "root" - pass "123" 2 of 20
[ATTEMPT] target 192 1681 106 - login "testuser” - pass "a" 3 of 20
[ATTEMPT] target 192 168.1.106 - login “testuser” - pass "123" 4 of 20
[ATTEMPT] target 192 .168.1.106 - login "admin® - pass "a" & of 20
[ATTEMPT] target 192 168.1.106 - login "admin" - pass "123" B of 20
[ATTEMPT] target 192 168.1 106 - login " - pass "a" 7 of 20
[ATTEMPT] target 192.168.1.108 - login ™ - pass "123" 8 of 20

What is most likely taking place?

A. Ping sweep of the 192.168.1.106 network
B. Remote service brute force attempt

C. Port scan of 192.168.1.106

D. Denial of service attack on 192.168.1.106

Correct Answer: B
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