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QUESTION 1

During the process of encryption and decryption, what keys are shared?
During the process of encryption and decryption, what keys are shared?
A. Private keys

B. User passwords

C. Public keys

D. Public and private keys

Correct Answer: C

QUESTION 2

Why containers are less secure that virtual machines?

A. Host OS on containers has a larger surface attack.

B. Containers may full fill disk space of the host.

C. A compromise container may cause a CPU starvation of the host.
D. Containers are attached to the same virtual network.

Correct Answer: C

QUESTION 3

During a penetration test, a tester finds that the web application being analyzed is vulnerable to Cross Site Scripting
(XSS). Which of the following conditions must be met to exploit this vulnerability?

A. The web application does not have the secure flag set.
B. The session cookies do not have the HttpOnly flag set.
C. The victim user should not have an endpoint security solution.
D. The victim\\'s browser must have ActiveX technology enabled.

Correct Answer: B

QUESTION 4

After gaining access to the password hashes used to protect access to a web based application, knowledge of which
cryptographic algorithms would be useful to gain access to the application?
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A. SHA1

B. Diffie-Helman
C.RSA

D. AES

Correct Answer: A

QUESTION 5

Which of the following settings enables Nessus to detect when it is sending too many packets and the network pipe is
approaching capacity?

A. Netstat WMI Scan

B. Silent Dependencies

C. Consider unscanned ports as closed

D. Reduce parallel connections on congestion

Correct Answer: D
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