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QUESTION 1

Which Intrusion Detection System is best applicable for large environments where critical assets on the network need
extra security and is ideal for observing sensitive network segments?

A. Network-based intrusion detection system (NIDS)
B. Host-based intrusion detection system (HIDS)

C. Firewalls

D. Honeypots

Correct Answer: A

QUESTION 2

Which of the following Linux commands will resolve a domain name into IP address?
A. >host-t a hackeddomain.com

B. >host-t ns hackeddomain.com

C. >host -t soa hackeddomain.com

D. >host -t AXFR hackeddomain.com

Correct Answer: A

QUESTION 3

Which of the following tools will scan a network to perform vulnerability checks and compliance auditing?
A. NMAP

B. Metasploit

C. Nessus

D. BeEF

Correct Answer: C

QUESTION 4

Email is transmitted across the Internet using the Simple Mail Transport Protocol. SMTP does not encrypt email, leaving
the information in the message vulnerable to being read by an unauthorized person. SMTP can upgrade a connection
between two mail servers to use TLS. Email transmitted by SMTP over TLS is encrypted. What is the name of the
command used by SMTP to transmit email over TLS?
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A. OPPORTUNISTICTLS STARTTLS
B. FORCETLS
C. UPGRADETLS

Correct Answer: B

QUESTION 5

A large company intends to use Blackberry for corporate mobile phones and a security analyst is assigned to evaluate
the possible threats. The analyst will use the Blackjacking attack method to demonstrate how an attacker could
circumvent perimeter defenses and gain access to the corporate network. What tool should the analyst use to perform a
Blackjacking attack?

A. Paros Proxy

B. BBProxy

C. BBCrack

D. Blooover

Correct Answer: B

Blackberry users warned of hacking tool threat. Users have been warned that the security of Blackberry wireless e-mail
devices is at risk due to the availability this week of a new hacking tool. Secure Computing Corporation said businesses
that have installed Blackberry servers behind their gateway security devices could be vulnerable to a hacking attack

from a tool call BBProxy.

References: http://www.computerweekly.com/news/2240062112/Technology-news-in-brief
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