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QUESTION 1

Elliot is in the process of exploiting a web application that uses SQL as a back-end database. He\\'s determined that the
application is vulnerable to SQL injection, and has introduced conditional timing delays into injected queries to
determine whether they are successful. What type of SQL injection is Elliot most likely performing?

A. Error-based SQL injection

B. Blind SQL injection

C. Union-based SQL injection

D. NoSQL injection

Correct Answer: B

QUESTION 2

When analyzing the IDS logs, the system administrator noticed an alert was logged when the external router was
accessed from the administrator\\'s computer to update the router configuration. What type of an alert is this?

A. False positive
B. False negative
C. True positve

D. True negative

Correct Answer: A

QUESTION 3

ICMP ping and ping sweeps are used to check for active systems and to check:
A. if ICMP ping traverses a firewall.

B. the route that the ICMP ping took.

C. the location of the switchport in relation to the ICMP ping.

D. the number of hops an ICMP ping takes to reach a destination.

Correct Answer: A

QUESTION 4
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Which component of IPsec performs protocol-level functions that are required to encrypt and decrypt the packets?
A. Internet Key Exchange (IKE)

B. Oakley

C. IPsec Policy Agent

D. IPsec driver

Correct Answer: A

QUESTION 5
Study the log below and identify the scan type.

tepdump -vv host 192.168.1.10

17:34:45.802163 eth0 < 192.168.1.1 > victim: ip-proto-117 0 (ttl 48, id 36166)
17:34:45.802216 ethD < 192.168.1.1 > victim: ip-proto-25 0 (ttl 48, id 33796)
17:34:45.802266 ethD < 192.168.1.1 > victim: ip-proto-162 0 (ttl 48, id 47066)
17:34:46.111982 ethD < 192.168.1.1 > victim: ip-proto-74 0 (ttl 48, id 35585)
17:34:46.112039 ethD < 192.168.1.1 > victim: ip-proto-117 0 (ttl 48, id 32834)
17:34:46.112092 ethD < 192.168.1.1 > victim: ip-proto-25 0 (ttl 48, id 26292)
17:34:46.112143 ethD < 192.168.1.1 > victim: ip-proto-162 0 (ttl 48, id 51058)

tepdump -vv -x host 192.168.1.10

17:35:06.731739 ethD < 192.168.1.10 > victim: ip-proto-130 0 (ttl 59, id 42060)
4500 0014 a44c 0000 3b82 57b8 c0a8 010a cO0adé 0109 0000 0000 0000 0000 OOOO
0000 0000 0000 0000 0000 0DDOD 0ODO0 D000

A.nmap -sR 192.168.1.10
B. nmap -sS 192.168.1.10
C. nmap -sV 192.168.1.10
D. nmap -sO -T 192.168.1.10

Correct Answer: D
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