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QUESTION 1

A company\\'s policy requires employees to perform file transfers using protocols which encrypt traffic. You suspect
some employees are still performing file transfers using unencrypted protocols because the employees do not like
changes. You have positioned a network sniffer to capture traffic from the laptops used by employees in the data ingest
department. Using Wireshark to examine the captured traffic, which command can be used as display filter to find
unencrypted file transfers? 

A. tcp.port = = 21 

B. tcp.port = 23 

C. tcp.port = = 21 | | tcp.port = =22 

D. tcp.port ! = 21 

Correct Answer: A 

 

QUESTION 2

Which of the following is the best countermeasure to encrypting ransomwares? 

A. Use multiple antivirus softwares 

B. Pay a ransom 

C. Keep some generation of off-line backup 

D. Analyze the ransomware to get decryption key of encrypted data 

Correct Answer: C 

 

QUESTION 3

Which rootkit is characterized by its function of adding code and/or replacing some of the operating-system kernel code
to obscure a backdoor on a system? 

A. User-mode rootkit 

B. Library-level rootkit 

C. Kernel-level rootkit 

D. Hypervisor-level rootkit 

Correct Answer: C 

 

QUESTION 4
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Clark is a professional hacker. He created and configured multiple domains pointing to the same host to switch quickly
between the domains and avoid detection. Identify the behavior of the adversary In the above scenario. 

A. use of command-line interface 

B. Data staging 

C. Unspecified proxy activities 

D. Use of DNS tunneling 

Correct Answer: C 

A proxy server acts as a gateway between you and therefore the internet. It\\'s an intermediary server separating end
users from the websites they browse. Proxy servers provide varying levels of functionality, security, and privacy
counting on your use case, needs, or company policy.If you\\'re employing a proxy server, internet traffic flows through
the proxy server on its thanks to the address you requested. A proxy server is essentially a computer on the web with its
own IP address that your computer knows. once you send an internet request, your request goes to the proxy server
first. The proxy server then makes your web request on your behalf, collects the response from the online server, and
forwards you the online page data so you\\'ll see the page in your browser. 

 

QUESTION 5

You want to analyze packets on your wireless network. Which program would you use? 

A. Wireshark with Airpcap 

B. Airsnort with Airpcap 

C. Wireshark with Winpcap 

D. Ethereal with Winpcap 

Correct Answer: A 
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