
https://www.pass2lead.com/312-50v11.html
2024 Latest pass2lead 312-50V11 PDF and VCE dumps Download

 

 

 

312-50V11Q&As

Certified Ethical Hacker v11 Exam

Pass EC-COUNCIL 312-50V11 Exam with 100%
Guarantee

Free Download Real Questions & Answers PDF and VCE file from:

https://www.pass2lead.com/312-50v11.html

100% Passing Guarantee
100% Money Back Assurance

Following Questions and Answers are all new published by EC-
COUNCIL Official Exam Center

 

 

312-50V11 VCE Dumps | 312-50V11 Practice Test | 312-50V11 Braindumps                                1 / 3

https://www.pass2lead.com/312-50v11.html
https://www.pass2lead.com/312-50v11.html
https://www.pass2lead.com/312-50v11.html


https://www.pass2lead.com/312-50v11.html
2024 Latest pass2lead 312-50V11 PDF and VCE dumps Download

QUESTION 1

When considering how an attacker may exploit a web server, what is web server footprinting? 

A. When an attacker implements a vulnerability scanner to identify weaknesses 

B. When an attacker creates a complete profile of the site\\'s external links and file structures 

C. When an attacker gathers system-level data, including account details and server names 

D. When an attacker uses a brute-force attack to crack a web-server password 

Correct Answer: B 

 

QUESTION 2

What tool can crack Windows SMB passwords simply by listening to network traffic? 

A. This is not possible 

B. Netbus 

C. NTFSDOS 

D. L0phtcrack 

Correct Answer: D 

 

QUESTION 3

Steve, a scientist who works in a governmental security agency, developed a technological solution to identify people
based on walking patterns and implemented this approach to a physical control access. 

A camera captures people walking and identifies the individuals using Steve\\'s approach. 

After that, people must approximate their RFID badges. Both the identifications are required to open the door. In this
case, we can say: 

A. Although the approach has two phases, it actually implements just one authentication factor 

B. The solution implements the two authentication factors: physical object and physical characteristic 

C. The solution will have a high level of false positives 

D. Biological motion cannot be used to identify people 

Correct Answer: B 

 

QUESTION 4
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Which Nmap option would you use if you were not concerned about being detected and wanted to perform a very fast
scan? 

A. -T5 

B. -O 

C. -T0 

D. -A 

Correct Answer: A 

 

QUESTION 5

Ralph, a professional hacker, targeted Jane, who had recently bought new systems for her company. After a few days,
Ralph contacted Jane while masquerading as a legitimate customer support executive, informing that her systems need
to be serviced for proper functioning and that customer support will send a computer technician. Jane promptly replied
positively. Ralph entered Jane\\'s company using this opportunity and gathered sensitive information by scanning
terminals for passwords, searching for important documents in desks, and rummaging bins. What is the type of attack
technique Ralph used on jane? 

A. Dumpster diving 

B. Eavesdropping 

C. Shoulder surfing 

D. impersonation 

Correct Answer: D 
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