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QUESTION 1

Which of the following tools can be used to perform a zone transfer?
A. NSLookup

B. Finger

C. Dig

D. Sam Spade

E. Host

F. Netcat

G. Neotrace

Correct Answer: ACDE

QUESTION 2

John, a professional hacker, targeted an organization that uses LDAP for accessing distributed directory services. He
used an automated tool to anonymously query the IDAP service for sensitive information such as usernames.
addresses, departmental details, and server names to launch further attacks on the target organization.

What is the tool employed by John to gather information from the IDAP service?
A. jxplorer

B. Zabasearch

C. EarthExplorer

D. Ike-scan

Correct Answer: A

JXplorer could be a cross platform LDAP browser and editor. it\\'s a standards compliant general purpose LDAP client
which will be used to search, scan and edit any commonplace LDAP directory, or any directory service with an LDAP or
DSML interface. It is extremely flexible and can be extended and custom in a very number of the way. JXplorer is written
in java, and also the source code and source code build system ar obtainable via svn or as a packaged build for users
who wish to experiment or any develop the program. JX is is available in 2 versions; the free open source version under
an OSI Apache two style licence, or within the IXWorkBench Enterprise bundle with inbuilt reporting, administrative and
security tools. JX has been through a number of different versions since its creation in 1999; the foremost recent stable
release is version 3.3.1, the August 2013 release. JXplorer could be a absolutely useful LDAP consumer with advanced
security integration and support for the harder and obscure elements of the LDAP protocol. it\\'s been tested on
Windows, Solaris, linux and OSX, packages are obtainable for HPUX, AIX, BSD and it should run on any java
supporting OS.

QUESTION 3
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An attacker runs netcat tool to transfer a secret file between two hosts.
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He is worried about information being sniffed on the network.

How would the attacker use netcat to encrypt the information before transmitting onto the wire?
A. Machine A: netcat -l -p -s password 1234

B. Machine A: netcat -l -e magickey -p 1234

C. Machine A: netcat -1 -p 1234

D. Use cryptcat instead of netcat

Correct Answer: D

QUESTION 4

Jane is working as a security professional at CyberSol Inc. She was tasked with ensuring the authentication and
integrity of messages being transmitted in the corporate network. To encrypt the messages, she implemented a security
model in which every user in the network maintains a ring of public keys. In this model, a user needs to encrypt a
message using the receiver\\'s public key, and only the receiver can decrypt the message using their private key. What
is the security model implemented by Jane to secure corporate messages?

A. Zero trust network

B. Transport Layer Security (TLS)

C. Secure Socket Layer (SSL)

D. Web of trust (WOT)

Correct Answer: D

QUESTION 5

Steve, an attacker, created a fake profile on a social media website and sent a request to Stella. Stella was enthralled
by Steve\\'s profile picture and the description given for his profile, and she initiated a conversation with him soon after
accepting the request. After a few days. Sieve started asking about her company details and eventually gathered all the
essential information regarding her company. What is the social engineering technique Steve employed in the above
scenario?

A. Diversion theft

B. Baiting

C. Honey trap

D. Piggybacking
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Correct Answer: B
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