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QUESTION 1

Which among the following is the best example of the hacking concept called "clearing tracks"?
A. After a system is breached, a hacker creates a backdoor to allow re-entry into a system.

B. During a cyberattack, a hacker injects a rootkit into a server.

C. An attacker gains access to a server through an exploitable vulnerability.

D. During a cyberattack, a hacker corrupts the event logs on all machines.

Correct Answer: D

QUESTION 2

When a security analyst prepares for the formal security assessment - what of the following should be done in order to
determine inconsistencies in the secure assets database and verify that system is compliant to the minimum security
baseline?

A. Data items and vulnerability scanning

B. Interviewing employees and network engineers

C. Reviewing the firewalls configuration

D. Source code review

Correct Answer: A

QUESTION 3

Which regulation defines security and privacy controls for Federal information systems and organizations?

A. HIPAA

B. EU Safe Harbor

C. PCI-DSS

D. NIST-800-53

Correct Answer: D

NIST Special Publication 800-53 provides a catalog of security and privacy controls for all U.S. federal information
systems except those related to national security. It is published by the National Institute of Standards and Technology,
which is a non-regulatory agency of the United States Department of Commerce. NIST develops and issues standards,
guidelines, and other publications to assist federal agencies in implementing the Federal Information Security

Modernization Act of 2014 (FISMA) and to help with managing cost-effective programs to protect their information and
information systems.
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QUESTION 4

While performing an Nmap scan against a host, Paola determines the existence of a firewall. In an attempt to determine
whether the firewall is stateful or stateless, which of the following options would be best to use?

A. -sA
B. -sX
C.-sT
D. -sF

Correct Answer: A

QUESTION 5

At what stage of the cyber kill chain theory model does data exfiltration occur?
A. Actions on objectives

B. Weaponization

C. installation

D. Command and control

Correct Answer: A

The longer an adversary has this level of access, the greater the impact. Defenders must detect this stage as quickly as
possible and deploy tools which can enable them to gather forensic evidence. One example would come with network
packet captures, for damage assessment. Only now, after progressing through the primary six phases, can intruders
take actions to realize their original objectives. Typically, the target of knowledge exfiltration involves collecting,
encrypting and extracting information from the victim(s) environment; violations of knowledge integrity or availability are
potential objectives also . Alternatively, and most ordinarily , the intruder may only desire access to the initial victim box
to be used as a hop point to compromise additional systems and move laterally inside the network. Once this stage is
identified within an environment, the implementation of prepared reaction plans must be initiated. At a minimum, the
plan should include a comprehensive communication plan, detailed evidence must be elevated to the very best ranking
official or board , the deployment of end-point security tools to dam data loss and preparation for briefing a CIRT Team.
Having these resources well established beforehand may be a "MUST" in today\\'s quickly evolving landscape of
cybersecurity threats
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