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QUESTION 1

MX record priority increases as the number increases. (True/False.) 

A. True 

B. False 

Correct Answer: B 

 

QUESTION 2

You are programming a buffer overflow exploit and you want to create a NOP sled of 200 bytes in the program exploit.c 

What is the hexadecimal value of NOP instruction? 

A. 0x60 

B. 0x80 

C. 0x70 

D. 0x90 

Correct Answer: D 

 

QUESTION 3

The network team has well-established procedures to follow for creating new rules on the firewall. This includes having
approval from a manager prior to implementing any new rules. While reviewing the firewall configuration, you notice a
recently implemented rule but cannot locate manager approval for it. What would be a good step to have in the
procedures for a situation like this? 

A. Have the network team document the reason why the rule was implemented without prior manager approval. 

B. Monitor all traffic using the firewall rule until a manager can approve it. 

C. Do not roll back the firewall rule as the business may be relying upon it, but try to get manager approval as soon as
possible. 

D. Immediately roll back the firewall rule until a manager can approve it 

Correct Answer: D 
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QUESTION 4

A. Compound SQLi 

B. Blind SQLi 

C. Classic SQLi 

D. DMS-specific SQLi 

Correct Answer: B 

https://en.wikipedia.org/wiki/SQL_injection#Blind_SQL_injection Blind SQL injection is used when a web application is
vulnerable to an SQL injection but the results of the injection are not visible to the attacker. The page with the
vulnerability may not be one that displays data but will display differently depending on the results of a logical statement
injected into the legitimate SQL statement called for that page. This type of attack has traditionally been considered time-
intensive because a new statement needed to be crafted for each bit recovered, and depending on its structure, the
attack may consist of many unsuccessful requests. Recent advancements have allowed each request to recover
multiple bits, with no unsuccessful requests, allowing for more consistent and efficient extraction. 

 

QUESTION 5

Leverox Solutions hired Arnold, a security professional, for the threat intelligence process. Arnold collected information
about specific threats against the organization. From this information, he retrieved contextual information about security
events and incidents that helped him disclose potential risks and gain insight into attacker methodologies. He collected
the information from sources such as humans, social media, and chat rooms as well as from events that resulted in
cyberattacks. In this process, he also prepared a report that includes identified malicious activities, recommended
courses of action, and warnings for emerging attacks. What is the type of threat intelligence collected by Arnold in the
above scenario? 

A. Strategic threat intelligence 

B. Tactical threat intelligence 

C. Operational threat intelligence 

D. Technical threat intelligence 

Correct Answer: C 
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