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QUESTION 1

These hackers have limited or no training and know how to use only basic techniques or tools. 

What kind of hackers are we talking about? 

A. Black-Hat Hackers A 

B. Script Kiddies 

C. White-Hat Hackers D. Gray-Hat Hacker 

Correct Answer: B 

Script Kiddies: These hackers have limited or no training and know how to use only basictechniques or tools. Even then
they may not understand any or all of what they are doing. 

 

QUESTION 2

A penetration tester is performing the footprinting process and is reviewing publicly available information about an
organization by using the Google search engine. 

Which of the following advanced operators would allow the pen tester to restrict the search to the organization\\'s web
domain? 

A. [allinurl:] 

B. [location:] 

C. [site:] 

D. [link:] 

Correct Answer: C 

Google hacking or Google dorking https://en.wikipedia.org/wiki/Google_hacking It is a hacker technique that uses
Google Search and other Google applications to find security holes in the configuration and computer code that
websites are using. Google dorking could also be used for OSINT. 

Search syntax https://en.wikipedia.org/wiki/Google_Search Google\\'s search engine has its own built-in query
language. The following list of queries can be run to find a list of files, find information about your competition, track
people, get information about SEO backlinks, build email lists, and of course, discover web vulnerabilities. 

-[site:] - Search within a specific website 

 

QUESTION 3

What is the following command used for? 

net use \targetipc$ "" /u:"" A. Grabbing the etc/passwd file 
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B. Grabbing the SAM 

C. Connecting to a Linux computer through Samba. 

D. This command is used to connect as a null session 

E. Enumeration of Cisco routers 

Correct Answer: D 

 

QUESTION 4

Which Nmap option would you use if you were not concerned about being detected and wanted to perform a very fast
scan? 

A. -T5 

B. -O 

C. -T0 

D. -A 

Correct Answer: A 

 

QUESTION 5

Email is transmitted across the Internet using the Simple Mail Transport Protocol. SMTP does not encrypt email, leaving
the information in the message vulnerable to being read by an unauthorized person. SMTP can upgrade a connection
between two mail servers to use TLS. Email transmitted by SMTP over TLS is encrypted. What is the name of the
command used by SMTP to transmit email over TLS? 

A. OPPORTUNISTICTLS 

B. UPGRADETLS 

C. FORCETLS 

D. STARTTLS 

Correct Answer: D 
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