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QUESTION 1

While checking the settings on the internet browser, a technician finds that the proxy server settings have been checked
and a computer is trying to use itself as a proxy server. What specific octet within the subnet does the technician see?

A. 10.10.10.10

B. 127.0.0.1
C.192.168.1.1

D. 192.168.168.168

Correct Answer: B

QUESTION 2

What do you call a pre-computed hash?
A. Sun tables

B. Apple tables

C. Rainbow tables

D. Moon tables

Correct Answer: C

QUESTION 3

In which location, SAM hash passwords are stored in Windows 7?
A. c:\windows\system32\config\SAM

B. c:\winnt\system32\machine\SAM

C. c:\windows\etc\drivers\SAM

D. c:\windows\config\etc\SAM

Correct Answer: A

QUESTION 4

Finding tools to run dictionary and brute forcing attacks against FTP and Web servers is an easy task for hackers. They
use tools such as arhontus or brutus to break into remote servers.
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CEHY . /rpa

Retmote Password Assassin V 1.0
RFoses Labsz / wl0wll0

Usage: ..-"r:pa <host> |optiona)
Optiors:

=1 ! Login file to use.

-% ! Use the same lodgin.

-z : Fassword file to use.

- : Atkack FlowPoint Router.
-t : Attack Telne=t Port.

-f 1 Attack FTP Pork.

-p : Attack POP Port.

CEHf ./rpas 10.0.0.34 -t - -¢ pagswords.txt -2 linksys

A command such as this, will attack a given 10.0.0.34 FTP and Telnet servers simultaneously with a list of passwords
and a single login namE. linksys. Many FTP-specific password-guessing tools are also available from major security
sites.

What defensive measures will you take to protect your network from these attacks?

A. Never leave a default password

B. Never use a password that can be found in a dictionary

C. Never use a password related to your hobbies, pets, relatives, or date of birth.

D. Use a word that has more than 21 characters from a dictionary as the password

E. Never use a password related to the hostname, domain name, or anything else that can be found with whois

Correct Answer: ABCE

QUESTION 5

is a type of symmetric-key encryption algorithm that transforms a fixed-length block of plaintext
(unencrypted text) data into a block of ciphertext (encrypted text) data of the same length.

A. Stream Cipher
B. Block Cipher
C. Bit Cipher

D. Hash Cipher

Correct Answer: B
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