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QUESTION 1

You establish a new Web browser connection to Google. Since a 3-way handshake is required for any TCP connection,
the following actions will take place.

O (Untitled) - Wireshark P . ..n.l_n.l‘.’.ﬂ
Ble Edt Vew Go Capte fAnalyze  Ratitics Telephony Jools Help ]

BWaMN CEXEL | AevwTiBEIQQAQAD EDD % ® {

Fiker: | *  Expression.., Clear Apply

|»

.10" ary respon:

70,311,

37

20,08 -1 standard g ;ruus “ww. 1, google. com £
3 0.090120 10.211.55.10 209, 85,231,104 TCR startron > http [5Yn] seg=0 win-65535 Len=0 M55=—
4 0.103726 209.85.231.104 10722, 55000 TCR hrTp > startron [SYN, ACk] sSen=0 Ack=1l Win=3276t
5 0.103752 023055520 209,85.231.104 TCP, startron > hitp [Ack] seq=1 Ack=l win=65535 Len=
6 0.103969 10.211.55.20 209,85,231.104 HTTP GET / HTTR/1.1
7 0.104228 209.85.231.104 10.211,55.10 TCPR http > startron [ACK] Seq=1 Ack=764 Win=32768 Le
B 0.157866 209.85.231.104 10;:211.55.10 HTTR HTTP/L.1 302 Found Ctext/html)
9 0.162498 10.211. 5510 A0S S DNS standard query A www.google.co.in
10 0.283474 10.211, 55.10 209,385,231.104 TCP startron > hitp [ACK] Seq=764 Ack=624 win=64912
11 0. 290486 IOU20115500 0 20200555000 ONS: standard query response CMAME www, google. com CNZ
12 0.291171 10,211.55.10 209.85.231.104 TCP nim > htrp [SYN] Segs0 win=635535 Lens=0 MSS=1460
13 0,305030 200,85.231,104 10, 211.55:20 TCP hrrp > nim [syn, ack] Seqe=0 Ack=1l win=32768 Len-
14 0.305058 10.211.55.10 209,85,231.104 TCP nim = hrtp [ACK] Seq=1 Ack=1 Win=565535 Len=0
15 0.305255 10.211. 55.10 209.85.231.104 HTTP GET / HTTP/1.1
16 0.305439 209.85.231.104 10.211.55.10 TCR http > nim [ACK] Seqel Acke329 Wine32768 Lenw0
17 0,3587160 209,85,231.104 10,231, 55.10 TCR [TCP segment of a reassembled poul
18 0.387193 209.85.231.104 10:211 555010 TER [TCe sagment of a reassembled ppu]
19 0.387205 209.85%5.231.104 10,211, 5510 TCP [TcP segment of a reassemblied pouj
20 0.387226 10.211055.20 209.85,231.104 TCR nim > http [ACK] Segqe529 Ack=4020 Win=&65535 Lens
21 0,387579 209,85.231.104 10,2131, 55,10 TCR [Tce segment of a reassembled poul
22 0.387897 209.85.231.104 19,211 55.10 TCR [tce segment of a reassembled pou]
23 0,387916 10,211, 55.10 209, 85,231,104 TCE nim > http [ACK] Sage520 Ack«G698 Win=65535 Lans
24 0,3387985 209.85,231.104 10.211,55.10 HTTP HTTR/1.1 200 Ok  (text/html)
25 0.452684 10.211.55.10 209.85.231.104 HTTE GET /‘[magas/a:'iuse_sm gif HTTRA.1
26 0.4530885 209.85.231.104 10.211.55.10 TCR htep > nim [AcK] Seq=7528 Ack=1101 Win=32768 Ler _
AT N O AERTEET TN I ECoTn AN SE I A en wAmeann o« hrrn Fowvell Chnaft WIncfGEE2E | Anan RO A,
¢| ¥ LI
G Frame 1 (74 bytes on wire, 74 bytes captured)
@ Ethernet II, Srci Parallel_fd4:9a;28 (00;1c:42:T4:9a:28), Dst: Parallel_00:00:18 (00;1c:42:00:00:18) -]
@ Internet Protocol, Srci 10.211.55.10 (10.211.55.10), Dst: 10.211,55.1 (10.211.55.1)
@ User Datagram Protocol, Src Port: 54225 (54225), Dst Port: domain (53)
@ Domain Name System (gquery)

000 00 1c 42 00 00 18 00 Ic 42 ¥4 9a 28 08 00 45 00
0L0 00 3¢ 02 08 00 00 80 11 b4 8 Qa d3 37 Oa Qa d3
020 37 01 d3 dl 00 35 00 28 25 da 3 64 01 00 00 01
030 00 00 00 00 Q0 00 03 77 77 77 06 67 6f 6T &7 6C
040 65 03 63 6f 6d 00 00 01 00 01

O File: "CiDOCLME 1 \ADMINI~11LOCALS~11Tem, . | Packets; 206 Displayed: 206 Marked; 0 Dropped: 0 | Brofile: Default

Which of the following packets represent completion of the 3-way handshake?
A. 4th packet
B. 3rdpacket
C. 6th packet
D. 5th packet

Correct Answer: D

QUESTION 2
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A person approaches a network administrator and wants advice on how to send encrypted email from home. The end
user does not want to have to pay for any license fees or manage server services. Which of the following is the most
secure encryption protocol that the network administrator should recommend?

A. IP Security (IPSEC)

B. Multipurpose Internet Mail Extensions (MIME)

C. Pretty Good Privacy (PGP)

D. Hyper Text Transfer Protocol with Secure Socket Layer (HTTPS)

Correct Answer: C

QUESTION 3

This type of Port Scanning technique splits TCP header into several packets so that the packet filters are not able to
detect what the packets intends to do.

A. UDP Scanning

B. IP Fragment Scanning

C. Inverse TCP flag scanning
D. ACK flag scanning

Correct Answer: B

QUESTION 4

An attacker has captured a target file that is encrypted with public key cryptography. Which of the attacks below is likely
to be used to crack the target file?

A. Timing attack
B. Replay attack
C. Memory trade-off attack
D. Chosen plain-text attack

Correct Answer: D

QUESTION 5
Smart cards use which protocol to transfer the certificate in a secure manner?
A. Extensible Authentication Protocol (EAP)

B. Point to Point Protocol (PPP)
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C. Point to Point Tunneling Protocol (PPTP)
D. Layer 2 Tunneling Protocol (L2TP)

Correct Answer: A
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