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QUESTION 1

When does the Payment Card Industry Data Security Standard (PCI-DSS) require organizations to perform external and
internal penetration testing? 

A. At least once a year and after any significant upgrade or modification 

B. At least once every three years or after any significant upgrade or modification 

C. At least twice a year or after any significant upgrade or modification 

D. At least once every two years and after any significant upgrade or modification 

Correct Answer: A 

 

QUESTION 2

A company has made the decision to host their own email and basic web services. The administrator needs to set up
the external firewall to limit what protocols should be allowed to get to the public part of the company\\'s network. Which
ports should the administrator open? (Choose three.) 

A. Port 22 

B. Port 23 

C. Port 25 

D. Port 53 

E. Port 80 

F. Port 139 

G. Port 445 

Correct Answer: CDE 

 

QUESTION 3

While investigating a claim of a user downloading illegal material, the investigator goes through the files on the
suspect\\'s workstation. He comes across a file that is just called "file.txt" but when he opens it, he finds the following:
What can he infer from this file? 
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A. A picture that has been renamed with a .txt extension 

B. An encrypted file 

C. An encoded file 

D. A buffer overflow 

Correct Answer: D 

 

QUESTION 4

This tool is widely used for ARP Poisoning attack. Name the tool. 
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A. Cain and Able 

B. Beat Infector 

C. Poison Ivy 

D. Webarp Infector 

Correct Answer: A 

 

QUESTION 5

Which of the following is NOT part of CEH Scanning Methodology? 

A. Check for Live systems 

B. Check for Open Ports 

C. Banner Grabbing 

D. Prepare Proxies 

E. Social Engineering attacks 

F. Scan for Vulnerabilities 

G. Draw Network Diagrams 

Correct Answer: E 
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