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QUESTION 1

When does the Payment Card Industry Data Security Standard (PCI-DSS) require organizations to perform external and
internal penetration testing?

A. At least once a year and after any significant upgrade or modification

B. At least once every three years or after any significant upgrade or modification
C. At least twice a year or after any significant upgrade or modification

D. At least once every two years and after any significant upgrade or modification

Correct Answer: A

QUESTION 2

A company has made the decision to host their own email and basic web services. The administrator needs to set up
the external firewall to limit what protocols should be allowed to get to the public part of the company\\'s network. Which
ports should the administrator open? (Choose three.)

A. Port 22

B. Port 23

C. Port 25

D. Port 53

E. Port 80

F. Port 139

G. Port 445

Correct Answer: CDE

QUESTION 3
While investigating a claim of a user downloading illegal material, the investigator goes through the files on the

suspect\\'s workstation. He comes across a file that is just called "file.txt" but when he opens it, he finds the following:
What can he infer from this file?
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#define MAKE_STR_FROM_RET(x)

()& 0xff), (((x)&0xFF00)>=>8),(((x)&0xFf0000)>>16),(((x)&0xff000000)>>24)
char infin_loop[J= I for testing purposes '/ "wEB\FE"; char bedcode[] = /' Lam31Z
chroot() code by venglin */

"x31wc0w50WE0W50b0Wx 7 elxcd80W3 1 xdbx31\xc0x4 3"

"4 35 3dbl5 353 wb0kSaledwB0web 7 Tx5e 31 ke D"
"w8dw5ex011x88 46046668 fxffix01 w5353 wb0"
"x88WwcdwB0W3 1 e 0wBdx5ex0 15333 b0 3dwcd\x80"

"3 1031 b x8d\x5e0889\wd 3023 1 ke Mfelxe 9"

"3 1xec0WBdx5e 085353 b 0x0c ke d\x B0\« felxc O\ 75"

"1 31 e 01 B881d 6\x 098 d\x5e 085353 \wb 0k 3dwed”
"w80Wwfelx0exb0Ww30xfa\xcB X884 60413 1xc 08B \x46"

"w07w89\ 7608894 6\x0cwBIxfI\Bd\xd e\x08\x8d\x56"

"w0ckE 251 w53 W53 b0 3bxedw 803 1xe 03 1xdb\x53"

"5 3 wh 001 ke dwB0\xeB8\x B4 i flufff0 1 wffixfx30"

w6269 w6e 30T IwE8 I 1 x2ex2ed 1 w3 1w 76W65be”

"wB7wbc\xB69\x6e"; static int magic[MAX_MAGIC] magic_d[MAX_MAGIC]; static
char ‘magic_str=NULL; int before_len=0;

A. A picture that has been renamed with a .txt extension

B. An encrypted file

C. An encoded file

D. A buffer overflow

Correct Answer: D

QUESTION 4

This tool is widely used for ARP Poisoning attack. Name the tool.

312-50V7 PDF Dumps | 312-50V7 Study Guide | 312-50V7 Exam Questions

3/5


https://www.pass2lead.com/312-50v7.html
https://www.pass2lead.com/312-50v7.html
https://www.pass2lead.com/312-50v7.html

https://lwww.pass2lead.com/312-50v7.html

Passz Lead 2024 Latest pass2lead 312-50V7 PDF and VCE dumps Download

—— https://Pass2Lead.com

&9 APR Status

i IP address

| MAC address

| Packets -> | <- Packets | MAC address |If'addrm

= APR-Cent

2, APR-DNS

M APR-SSH-1 (0)
& APR-HTTPS (0]
0 APR-RDP (1)
5 APR-FTPS(0)
&) APR-POP3S M)
& APR-IMAPS (0)
) APR-LDAPS (0)
& APR-SIPS (0)

fiPoisoning

192160 ooz HEEE o

)

Status

1 IP address

| MAC address

| Packets -> | <- Packets | MAC address

| IP address

¥ Full-routing
¥ Full- routing
o Half-routing
4 Full-reuting
4 Full-routing
L Full-routing
@ Full-routing
@ Full-routing

192168
192168
192.168
1921638

192168
192168
192168
192.168

00215
00215,
DO21SA
00215,
002154
00215,
002154
002154,

2

[ R R R TT T N

2

= e

B Pad P e P

0005EL
0006E1.
000581
000681

0005813
0006B1
000681
0006E1

202.53

1711
91195
74 208,
74,208
87106
91.195
271

@ Configuration / Routed Packets I

B ot Iﬁ APR]'*' Routing I?'\ Passwords [& VolP [

A. Cain and Able
B. Beat Infector

C. Poison lvy

D. Webarp Infector

Correct Answer: A

QUESTION 5

Which of the following is NOT part of CEH Scanning Methodology?

A. Check for Live systems

B. Check for Open Ports

C. Banner Grabbing

D. Prepare Proxies

E. Social Engineering attacks
F. Scan for Vulnerabilities

G. Draw Network Diagrams

Correct Answer: E
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