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QUESTION 1

Take a look at the following attack on a Web Server using obstructed URL: 

http://www.example.com/script.ext?template%2e%2e%2e%2e%2e%2f%2e%2f%65%74% 

63%2f%70%61%73%73%77%64 

The request is made up of: 

%2e%2e%2f%2e%2e%2f%2e%2f% = ../../../ 

%65%74%63 = etc 

%2f = / 

%70%61%73%73%77%64 = passwd 

How would you protect information systems from these attacks? 

A. Configure Web Server to deny requests involving Unicode characters. 

B. Create rules in IDS to alert on strange Unicode requests. 

C. Use SSL authentication on Web Servers. 

D. Enable Active Scripts Detection at the firewall and routers. 

Correct Answer: B 

 

QUESTION 2

What type of Virus is shown here? 

A. Macro Virus 
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B. Cavity Virus 

C. Boot Sector Virus 

D. Metamorphic Virus 

E. Sparse Infector Virus 

Correct Answer: B 

 

QUESTION 3

You are a Administrator of Windows server. You want to find the port number for POP3. 

What file would you find the information in and where? Select the best answer. 

A. %windir%\\etc\\services 

B. system32\\drivers\\etc\\services 

C. %windir%\\system32\\drivers\\etc\\services 

D. /etc/services 

E. %windir%/system32/drivers/etc/services 

Correct Answer: C 

 

QUESTION 4

What type of Virus is shown here? 

A. Cavity Virus 

B. Macro Virus 

C. Boot Sector Virus 

D. Metamorphic Virus 

E. Sparse Infector Virus 

Correct Answer: E 
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QUESTION 5

When working with Windows systems, what is the RID of the true administrator account? 

A. 500 

B. 501 

C. 1000 

D. 1001 

E. 1024 

F. 512 

Correct Answer: A 
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