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QUESTION 1
Kevin has been asked to write a short program to gather user input for a web application.

He likes to keep his code neat and simple. He chooses to use printf(str) where he should have ideally used printf(?s?
str).

What attack will his program expose the web application to?
A. Cross Site Scripting

B. SQL injection Attack

C. Format String Attack

D. Unicode Traversal Attack

Correct Answer: C

QUESTION 2

This IDS defeating technique works by splitting a datagram (or packet) into multiple fragments and the IDS will not spot
the true nature of the fully assembled datagram. The datagram is not reassembled until it reaches its final destination. It
would be a processor-intensive task for IDS to reassemble all fragments itself, and on a busy system the packet will slip
through the IDS onto the network.

What is this technique called?

A. IP Routing or Packet Dropping

B. IDS Spoofing or Session Assembly

C. IP Fragmentation or Session Splicing

D. IP Splicing or Packet Reassembly

Correct Answer: C

QUESTION 3

Sniffing is considered an active attack.
A. True

B. False

Correct Answer: B

QUESTION 4
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Assuring two systems that are using IPSec to protect traffic over the internet, what type of general attack could
compromise the data?

A. Spoof Attack

B. Smurf Attack

C. Man inthe Middle Attack
D. Trojan Horse Attack

E. Back Orifice Attack

Correct Answer: DE

QUESTION 5

Which of the following is the BEST way to defend against network sniffing?
A. Using encryption protocols to secure network communications

B. Restrict Physical Access to Server Rooms hosting Critical Servers

C. Use Static IP Address

D. Register all machines MAC Address in a centralized Database

Correct Answer: A
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