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QUESTION 1

A regional bank hires your company to perform a security assessment on their network after a recent data breach. The
attacker was able to steal financial data from the bank by compromising only a single server. 

Based on this information, what should be one of your key recommendations to the bank? 

A. Place a front-end web server in a demilitarized zone that only handles external web traffic 

B. Require all employees to change their passwords immediately 

C. Move the financial data to another server on the same IP subnet 

D. Issue new certificates to the web servers from the root certificate authority 

Correct Answer: A Section: (none)

A DMZ or demilitarized zone (sometimes referred to as a perimeter network) is a physical or logical subnetwork that
contains and exposes an organization\\'s external-facing services to a larger and untrusted network, usually the Internet.
The purpose of a DMZ is to add an additional layer of security to an organization\\'s local area network (LAN); an
external network node only has direct access to equipment in the DMZ, rather than any other part of the network. 

References: https://en.wikipedia.org/wiki/DMZ_(computing) 

 

QUESTION 2

A hacker was able to easily gain access to a website. He was able to log in via the frontend user login form of the
website using default or commonly used credentials. This exploitation is an example of what Software design flaw? 

A. Insufficient security management 

B. Insufficient database hardening 

C. Insufficient input validation 

D. Insufficient exception handling 

Correct Answer: B Section: (none)

 

QUESTION 3

Which of the following settings enables Nessus to detect when it is sending too many packets and the network pipe is
approaching capacity? 

A. Netstat WMI Scan 

B. Silent Dependencies 

C. Consider unscanned ports as closed 

D. Reduce parallel connections on congestion 
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Correct Answer: D Section: (none)

 

QUESTION 4

An Intrusion Detection System (IDS) has alerted the network administrator to a possibly malicious sequence of packets
sent to a Web server in the network\\'s external DMZ. The packet traffic was captured by the IDS and saved to a PCAP
file. 

What type of network tool can be used to determine if these packets are genuinely malicious or simply a false positive? 

A. Protocol analyzer 

B. Intrusion Prevention System (IPS) 

C. Network sniffer 

D. Vulnerability scanner 

Correct Answer: A Section: (none)

A packet analyzer (also known as a network analyzer, protocol analyzer or packet sniffer--or, for particular types of
networks, an Ethernet sniffer or wireless sniffer) is a computer program or piece of computer hardware that can
intercept and log traffic that passes over a digital network or part of a network. A packet analyzer can analyze packet
traffic saved in a PCAP file. 

References: https://en.wikipedia.org/wiki/Packet_analyzer 

 

QUESTION 5

Which of the following is the primary objective of a rootkit? 

A. It opens a port to provide an unauthorized service 

B. It creates a buffer overflow 

C. It replaces legitimate programs 

D. It provides an undocumented opening in a program 

Correct Answer: C Section: (none)
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