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QUESTION 1

An attacker with access to the inside network of a small company launches a successful STP manipulation attack. What
will he do next?

A. He will create a SPAN entry on the spoofed root bridge and redirect traffic to his computer.
B. He will activate OSPF on the spoofed root bridge.

C. He will repeat the same attack against all L2 switches of the network.

D. He will repeat this action so that it escalates to a DoS attack.

Correct Answer: A Section: (none)

QUESTION 2

Smart cards use which protocol to transfer the certificate in a secure manner?
A. Extensible Authentication Protocol (EAP)

B. Point to Point Protocol (PPP)

C. Point to Point Tunneling Protocol (PPTP)

D. Layer 2 Tunneling Protocol (L2TP)

Correct Answer: A Section: (none)

QUESTION 3

An engineer is learning to write exploits in C++ and is using the exploit tool Backtrack. The engineer wants to compile
the newest C++ exploit and name it calc.exe. Which command would the engineer use to accomplish this?

A. g++ hackersExploit.cpp -o calc.exe

B. g++ hackersExploit.py -0 calc.exe

C. g++ -i hackersExploit.pl -0 calc.exe

D. g++ --compile ? hackersExploit.cpp -0 calc.exe

Correct Answer: A Section: (none)

QUESTION 4
Which of the following is optimized for confidential communications, such as bidirectional voice and video?

A.RC4
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B. RC5
C. MD4
D. MD5

Correct Answer: A Section: (none)

QUESTION 5

This tool is an 802.11 WEP and WPA-PSK keys cracking program that can recover keys once enough data packets
have been captured. It implements the standard FMS attack along with some optimizations like KoreK attacks, as well
as the PTW attack, thus making the attack much faster compared to other WEP cracking tools.

Which of the following tools is being described?

A. Aircrack-ng

B. Airguard

C. WLAN-crack

D. wificracker

Correct Answer: A Section: (none)

Aircrack-ng is a complete suite of tools to assess WiFi network security.

The default cracking method of Aircrack-ng is PTW, but Aircrack-ng can also use the FMS/KoreK method,

which incorporates various statistical attacks to discover the WEP key and uses these in combination with

brute forcing.

References: http://www.aircrack-ng.org/doku.php?id=aircrack-ng
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