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QUESTION 1

Drag each ESP header field on the left into the corresponding field-length category on the right 

Select and Place: 

Correct Answer:  
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QUESTION 2

Which statement about the DH group is true? 

A. It provides data confidentiality. 

B. It does not provide data authentication. 

C. It is negotiated in IPsec phase 2. 

D. It establishes a shared key over a secured medium. 

Correct Answer: B 

Reference: https://en.wikipedia.org/wiki/Diffie%E2%80%93Hellman_key_exchange 

 

QUESTION 3

Select and Place: 

Correct Answer: 

 

 

QUESTION 4

A device is sending a PDU of 5000 B on a link with an MTU of 1500 B. If the PDU includes 20 B of IP header, which
statement is true? 

A. The first three packets will have a packet payload size of 1400. 
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B. The last packet will have a payload size of 560. 

C. The first three packets will have a packet payload size of 1480. 

D. The last packet will have a payload size of 20. 

Correct Answer: C 

 

QUESTION 5

What is the advantage of using the ESP protocol over the AH? 

A. data confidentiality 

B. data integrity verification 

C. nonrepudiation 

D. anti-replay protection 

Correct Answer: A 
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