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QUESTION 1

Which two statements about the IPv6 OSPFv3 authentication Trailer are true (choose two) 

A. The AT-bit resides in the OSPFv3 Header field 

B. The IPv6 Payload length includes the length of the authentication Trailer 

C. It Provide an alternative option to OSPFv3 IPsec authentication 

D. The AT-bit must be set only in OSPFv3 Hello packets that include an Authentication Trailer 

E. The AT-bit must be set only in OSPFv3 Database Description packets that include an Authentication Trailer 

F. The OSPFv3 packet length includes the length of the Authentication Trailer 

Correct Answer: DE 

 

QUESTION 2

Which feature can prevent IP spoofing attacks? 

A. CBAC 

B. Unicast RPF 

C. CoPP 

D. CAR 

E. ARP spoofing 

F. TCP intercept 

Correct Answer: B 

 

 

QUESTION 3

Which statement about ISO/IEC 27001 is true? 

A. It is only intended to report security breaches to the management authority 

B. It was reviewed by the intermational Electrotechnical Commission 

C. It was reviewed by the intermational Organization for Standardization 

D. It is intended to bring information security under management control 

E. It was published by ISO/IEC 
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Correct Answer: D 

 

 

QUESTION 4

Which option is the correct definition for MAB? 

A. MAB is the process of checking the mac-address-table on the local switch for the sticky address. If the mac-address
of the device attempting to access the network matches the configured sticky address, it will be permitted to bypass
802.1X authentication. 

B. MAB is a process where the switch will send an authentication request on behalf of the endpoint that is attempting to
access the network, using the mac- address of the device as the credentials. The authentication server evaluates that
MAC address against a list of devices permitted to access the network without a stronger authentication. 

C. MAB is a process where the switch will check a local list of MAC addresses to identify systems that are permitted
network access without using 802.1X. 

D. MAB is a process where the supplicant on the endpoint is configured to send the MAC address of the endpoint as its
credentials. 

Correct Answer: B 

 

QUESTION 5

Which three statements about the Cisco IPS sensor are true? (Choose three.) 

A. You cannot pair a VLAN with itself. 

B. For a given sensing interface, an interface used in a VLAN pair can be a member of another inline interface pair. 

C. For a given sensing interface, a VLAN can be a member of only one inline VLAN pair, however, a given VLAN can be
a member of an inline VLAN pair on more than one sensing interface. 

D. The order in which you specify the VLANs in a inline pair is significant. 

E. A sensing interface in inline VLAN pair mode can have from 1 to 255 inline VLAN pairs. 

Correct Answer: ACE 
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