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QUESTION 1

When configuring an Infrastructure ACL (iACL) to protect the IPv6 infrastructure of an enterprise network, where should
the iACL be applied?? 

A. all infrastructure devices in both the inbound and outbound direction 

B. all infrastructure devices in the inbound direction 

C. all infrastructure devices in the outbound direction 

D. all parameter devices in both the inbound and outbound direction 

E. all parameter devices in the inbound direction 

F. all parameter devices in the outbound direction 

Correct Answer: E 

 

QUESTION 2

Which three steps are required to rekey the routers on a link without dropping OSPFv3 protocol packets or disturbing
the adjacency? (Choose three.) 

A. For every router on the link, create an additional inbound SA for the interface that is being rekeyed using a new SPI
and the new key. 

B. For every router on the link, replace the original outbound SA with one that uses the new SPI and key values. 

C. For every router on the link, remove the original inbound SA. 

D. For every router on the link, create an additional outbound SA for the interface that is being rekeyed using a new SPI
and the new key. 

E. For every router on the link, replace the original inbound SA with one that uses the new SPI and key values. 

F. For every router on the link, remove the original outbound SA. 

Correct Answer: ABC 

 

QUESTION 3

Which Cisco technology protects against Spanning Tree Protocol manipulation? 

A. spanning-tree protection 

B. root guard and BPDU guard 

C. Unicast Reverse Path Forwarding 

D. MAC spoof guard 
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E. port security 

Correct Answer: B 

 

QUESTION 4

Which two statements about the AES algorithm are true? (Choose two) 

A. The AES algorithm is an asymmetric block cipher. 

B. The AES algorithm operates on a 128-bits block. 

C. The AES algorithm uses a fixed length-key of 128 bits. 

D. The AES algorithm does not give any advantage over 3DES due to the same key length. 

E. The AES algorithm consist of four functions. Three functions provide confusion-diffusion and one provides
encryption. 

Correct Answer: BE 

 

QUESTION 5

Which two IPv6 tunnel types support only point-to-point communication? (Choose two.) 

A. manually configured 

B. automatic 6to4 

C. ISATAP 

D. GRE 

Correct Answer: AD 
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