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QUESTION 1

When configuring management user authentication on a WLC, which statement is correct? 

A. You can configure an LDAP server to authenticate management users. 

B. You can configure users on the local WLC database with different authorization privileges for specific menus. 

C. If the local database is selected as a second priority after RADIUS, the local WLC database will not be used if the
authentication fails through the RADIUS server. 

D. A lobby ambassador user can push new management users to the WLC through Cisco WCS. 

Correct Answer: C 

 

QUESTION 2

Refer to the exhibit. 

After setting up an AP to be part of network where WDS is running, you notice that the newly added AP is not able to
join the WDS device. On the newly added AP, you only configure wlccp ap username cisco password ccie. You enable
debug radius local-server error to help troubleshoot the issue. 

Given the debug output, what is the most likely cause of the issue? 

A. The WDS device is configured as a local RADIUS and the EAP packets are looping in the network. 

B. The WDS device is configured as a local RADIUS and there is a mismatch on the RADIUS shared secret. 

C. The newly added AP is configured with a wrong password. 

D. The RADIUS server is not reachable. 

E. The WDS device is configured for EAP-FAST authentication and the newly added AP is using LEAP. 

Correct Answer: C 

 

QUESTION 3

You were hired as a wireless consultant to plan and design a secure WLAN on a Cisco Unified Wireless Network,
allowing access only by the employees of the company. The requirements are as follows: 

Authenticate employees based on their existing Active Directory user domain credentials. 
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The username/password credentials need to be protected during the authentication handshake by using a PKI. 

Encrypt data traffic using the strongest encryption method defined by the 802.11i standard. 

Implement a standard authentication method that is supported by most wireless clients and RADIUS servers What
option meets these requirements? 

A. EAP-TLS with WPA2-AES 

B. PEAPv0/EAP-MS-CHAPv2 with WPA2-AES 

C. EAP-FAST/EAP-MS-CHAPv2 (anonymous PAC provisioning) with WPA2-TKIP 

D. EAP-FAST/EAP-MS-CHAPv2 (anonymous PAC provisioning) with WPA2-AES 

Correct Answer: B 

 

QUESTION 4

You are configuring WLC high availability for an access point. Which statement is true? 

A. You always need to configure both the controller system names and WLC IP address. 

B. High availability can only be configured using the WLC IP addresses. 

C. Controller names in access point high availability configurations are not case-sensitive. 

D. A WLC IP address only needs to be configured when the backup WLC is in a different mobility group. 

Correct Answer: D 

 

QUESTION 5

Refer to the exhibit. 
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A customer calls you to report that it is not able to carry calls on its Cisco Unified Wireless IP phones. The phones are
not registering with the call manager even though it has a static IP address. Which WLC feature could be causing this
problem? 

A. DHCP Address Assignment Required is selected on the SSID. 

B. There is a DHCP server configured on the SSID. This should not be implemented when AAA override is selected. 

C. MFP client protection should be set to "required" on Voice SSIDs. 

D. The Option 150 IP address is misconfigured in the DHCP pool. 

Correct Answer: A 
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