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QUESTION 1

When designing a WLAN network to support both voice and context-aware services, which set of design principles
should you follow?

A. A voice and context-aware site survey can be one survey, and both voice and context- aware deployment
recommendations can be implemented. APs that are not serving clients will be in monitor mode.

B. A context-aware site survey usually recommends deploying more APs because of the requirement for perimeter
coverage and four corners of a floor. However, voice deployment recommendations should be adopted because of the
mission-critical nature of voice traffic.

C. A voice and context-aware site survey can be one survey, but voice deployment recommendations take precedence
over context-aware deployment recommendations because the context-aware survey usually recommends too many
APs and might introduce too much co-channel interference, negatively affecting voice quality.

D. A voice and context-aware site survey can be one survey, but context-aware deployment recommendations take
precedence over voice deployment recommendations because context-aware services require at least four APs to hear
clients or tags at -75 dBm. An AP can provide adequate coverage to voice clients with acceptable SNR.

E. A voice and context-aware site survey can be one survey, but voice deployment recommendations take precedence
over context-aware deployment recommendations. Context-aware surveys usually recommend too many APs, and APs
need to be in local mode because APs in monitor mode spend too much time (2 sec) on each channel, listening for
rogue activities, and often miss client or tag beaconing.

Correct Answer: A

QUESTION 2

Refer to the exhibit.

osapiBanTimer: Sep
dotixMsgTask: Sep

The customer intermittently sees these messages in the WLC message logs. Which two sentences describe what these
messages indicate? (Choose two.)

A. This is an authentication process failure between the supplicant and RADIUS server for the unicast key.
B. There is one more retransmit attempt allowed by default.

C. There are two more retransmit attempts allowed by default.

D. This is an encryption process failure between the supplicant and the WLC for the unicast key.

E. This is an encryption process failure between the supplicant and the WLC for the broadcast key.

F. This is an authentication process failure between the supplicant and the WLC for the broadcast key.

Correct Answer: BE
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QUESTION 3

A network administrator is troubleshooting a problem of a CAPWAP access point that intermittently disconnects from the
WLC. The administrator is trying to determine when the problem is happening. UDP port 514 is allowed. What is the
best option for successfully gathering comprehensive information about the problem?

A. Configure a script to log into the WLC to gather logs and save them on a PC, where they can be reviewed daily.

B. The CAPWAP AP has no syslog capability but the WLC does have syslog capability. Configure the WLC for syslog
and level 1.

C. Configure the CAPWAP AP and the WLC for syslog and level 6.
D. Configure the CAPWAP AP for buffered logging and level 7. Configure the WLC for syslog and level 7.
E. Configure the CAPWAP AP and the WLC for syslog and level 1.

Correct Answer: C

QUESTION 4

You are on the U.S. East Coast (EST time zone, UTC-5) and configure NTP on your Cisco WLC. The Cisco WLC web
GUI shows the correct time and date, but your APs are off by 5 hours. Which statement is true?

A. This behavior is normal because the APs show UTC time.

B. You need to configure the time zone on the APs.

C. You need to configure the NTP server on the APs.

D. You need to enable time-zone synchronization between the APs and Cisco WLC.
E. APs support only an SNTP server, not an NTP server.

Correct Answer: A

QUESTION 5

Company ABC is implementing a point-to-point bridging solution to a building approximately 3 kilometers (1.86 miles)
away. The equipment used will be two autonomous access points set to frequency 2412 Mhz with external antennas.
The bridge link will be authenticated using an external RADIUS server. While looking at the interface statistics, the
network administrator observes duplicate frames in the receive counters. What is most likely the root cause of these
duplicate frames?

A. The antennae are not installed on the primary port.

B. The counters on interface dotllradiol are most likely due to the RF signal being corrupted by an outside interference
source.

C. The non-root bridge is failing the authentication process and, as a result, sending and receiving intermittently.

D. The distance parameter is not configured.
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E. There is no clear LOS between the two buildings. The access points need to be mounted on higher masts to obtain
the proper clearance.

Correct Answer: D
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