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QUESTION 1

Which open source tool does Cisco use to create graphical visualizations of network telemetry on Cisco IOS XE
devices? 

A. InfluxDB 

B. Splunk 

C. SNMP 

D. Grafana 

Correct Answer: D 

 

QUESTION 2

Which suspicious pattern enables the Cisco Tetration platform to learn the normal behavior of users? 

A. file access from a different user 

B. interesting file access 

C. user login suspicious behavior 

D. privilege escalation 

Correct Answer: A 

Table 1. Cisco Tetration platform primary features and benefits Feature Benefit Zero-trust model using
microsegmentation Cisco Tetration platform allows only the required traffic between application components and users,
blocking everything else. This approach prevents a persistent threat from entering or searching for additional
vulnerabilities. Also allows for micro segmentation so you can deny file access from different users. 

https://cdw-prod.adobecqms.net/content/dam/cdw/on-domain-cdw/brands/cisco/data-center-tetration-data-sheet.pdf 

 

QUESTION 3

What is a feature of container orchestration? 

A. ability to deploy Amazon ECS clusters by using the Cisco Container Platform data plane 

B. ability to deploy Amazon EKS clusters by using the Cisco Container Platform data plane 

C. ability to deploy Kubernetes clusters in air-gapped sites 

D. automated daily updates 

Correct Answer: C 
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QUESTION 4

Which firewall deployment mode allows inspection of traffic between servers in the same IP subnet? 

A. routed 

B. multicontext 

C. virtual 

D. transparent 

Correct Answer: D 

 

QUESTION 5

An engineer wants to generate NetFlow records on traffic traversing the Cisco ASA. Which Cisco ASA command must
be used? 

A. flow-export destination inside 1.1.1.1 2055 

B. B. ip flow monitor input 

C. ip flow-export destination 1.1.1.1 2055 

D. flow exporter 

Correct Answer: A 

Reference: 

https://www.cisco.com/c/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_c onfig/monitor_nsel.html 
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