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QUESTION 1

Which component of Cisco umbrella architecture increases reliability of the service? 

A. Anycast IP 

B. AMP Threat grid 

C. Cisco Talos 

D. BGP route reflector 

Correct Answer: A 

Anycast would increase the resiliency of the product. Reliability and resiliency are different. With Cisco Talos, the
reliability of Cisco Umbrella threat detection is increased. 

 

QUESTION 2

What is the function of the crypto is a kmp key cisc406397954 address 0.0.0.0 0.0.0.0 command when establishing an
IPsec VPN tunnel? 

A. It defines what data is going to be encrypted via the VPN 

B. lt configures the pre-shared authentication key 

C. It prevents all IP addresses from connecting to the VPN server. 

D. It configures the local address for the VPN server. 

Correct Answer: B 

This command is used to configure pre-shared-key for IPsec remote acess users on the Cisco router. Address is
mentioned as 0.0.0.0 0.0.0.0 because the users will be connecting from random ip addresses and it is almost impossible
to mention all the ip addresses. Hence, 0.0.0.0 0.0.0.0 is used to allow all public ip addresses. 

 

QUESTION 3

An engineer is implementing Cisco CES in an existing Microsoft Office 365 environment and must route inbound email
to Cisco CE.. record must be modified to accomplish this task? 

A. CNAME 

B. MX 

C. SPF 

D. DKIM 

Correct Answer: B 
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QUESTION 4

DRAG DROP 

Drag and drop the security solutions from the left onto the benefits they provide on the right. 

Select and Place: 

Correct Answer: 

 

 

QUESTION 5

Which attack is commonly associated with C and C++ programming languages? 
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A. cross-site scripting 

B. water holing 

C. DDoS 

D. buffer overflow 

Correct Answer: D 

A buffer overflow (or buffer overrun) occurs when the volume of data exceeds the storage capacity of the memory
buffer. As a result, the program attempting to write the data to the buffer overwrites adjacent memory locations. Buffer
overflow is a vulnerability in low level codes of C and C++. An attacker can cause the program to crash, make data
corrupt, steal some private information or run his/her own code. It basically means to access any buffer outside of it\\'s
alloted memory space. This happens quite frequently in the case of arrays. 
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