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QUESTION 1

Which two conditions are prerequisites for stateful failover for IPsec? (Choose two) 

A. Only the IKE configuration that is set up on the active device must be duplicated on the standby device; the IPsec
configuration is copied automatically 

B. The active and standby devices can run different versions of the Cisco IOS software but must be the same type of
device. 

C. The IPsec configuration that is set up on the active device must be duplicated on the standby device 

D. Only the IPsec configuration that is set up on the active device must be duplicated on the standby device; the IKE
configuration is copied automatically. 

E. The active and standby devices must run the same version of the Cisco IOS software and must be the same type of
device 

Correct Answer: CE 

Stateful failover for IP Security (IPsec) enables a router to continue processing and forwarding IPsec packetsafter a
planned or unplanned outage occurs. Customers employ a backup (secondary) router that automaticallytakes over the
tasks of the active (primary) router if the active router loses connectivity for any reason. Thisfailover process is
transparent to users and does not require adjustment or reconfiguration of any remote peer.Stateful failover for IPsec
requires that your network contains two identical routers that are available to be eitherthe primary or secondary device.
Both routers should be the same type of device, have the same CPU andmemory, and have either no encryption
accelerator or identical encryption accelerators.Prerequisites for Stateful Failover for IPsec Reference:
https://www.cisco.com/c/en/us/td/docs/ios- xml/ios/sec_conn_vpnav/configuration/15-mt/sec-vpnavailability-15-mt-
book/sec-state-fail- ipsec.htmlAlthough the prerequisites only stated that "Both routers should be the same type of
device" but in the"Restrictions for Stateful Failover for IPsec" section of the link above, it requires "Both the active and
standby devices must run the identical version of the Cisco IOS software" so answer E is better than answer B. 

 

QUESTION 2

Which type of encryption uses a public key and private key? 

A. Asymmetric 

B. Symmetric 

C. Linear 

D. Nonlinear 

Correct Answer: A 

 

QUESTION 3

An organization wants to implement a cloud-delivered and SaaS-based solution to provide visibility and threat detection
across the AWS network. The solution must be deployed without software agents and rely on AWS VPC flow logs
instead. Which solution meets these requirements? 
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A. Cisco Stealthwatch Cloud 

B. Cisco Umbrella 

C. NetFlow collectors 

D. Cisco Cloudlock 

Correct Answer: A 

https://www.cisco.com/c/en/us/products/security/stealthwatch-cloud/index.html 

 

QUESTION 4

A network engineer has configured a NTP server on a Cisco ASA. The Cisco ASA has IP reachability to the NTP server
and is not filtering any traffic. The show ntp association detail command indicates that the configured NTP server is
unsynchronized and has a stratum of 16. What is the cause of this issue? 

A. Resynchronization of NTP is not forced 

B. NTP is not configured to use a working server. 

C. An access list entry for UDP port 123 on the inside interface is missing. 

D. An access list entry for UDP port 123 on the outside interface is missing. 

Correct Answer: B 

 

QUESTION 5

Which public cloud provider supports the Cisco Next Generation Firewall Virtual? 

A. Google Cloud Platform 

B. Red Hat Enterprise Visualization 

C. VMware ESXi 

D. Amazon Web Services 

Correct Answer: D 

Reference: https://www.cisco.com/c/en/us/products/collateral/security/adaptive-security- virtual-appliance-asav/ white-
paper-c11-740505.html 
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