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QUESTION 1

DoS attacks are categorized as what? 

A. phishing attacks 

B. flood attacks 

C. virus attacks 

D. trojan attacks 

Correct Answer: B 

 

QUESTION 2

Which ESA implementation method segregates inbound and outbound email? 

A. one listener on a single physical Interface 

B. pair of logical listeners on a single physical interface with two unique logical IPv4 addresses and one IPv6 address 

C. pair of logical IPv4 listeners and a pair Of IPv6 listeners on two physically separate interfaces 

D. one listener on one logical IPv4 address on a single logical interface 

Correct Answer: D 

 

QUESTION 3

A small organization needs to reduce the VPN bandwidth load on their headend Cisco ASA in order to ensure that
bandwidth is available for VPN users needing access to corporate resources on the10.0.0.0/24 local HQ network. How
is this accomplished without adding additional devices to the network? 

A. Use split tunneling to tunnel traffic for the 10.0.0.0/24 network only. 

B. Configure VPN load balancing to distribute traffic for the 10.0.0.0/24 network, 

C. Configure VPN load balancing to send non-corporate traffic straight to the internet. 

D. Use split tunneling to tunnel all traffic except for the 10.0.0.0/24 network. 

Correct Answer: A 

 

QUESTION 4

Which feature requires a network discovery policy on the Cisco Firepower Next Generation Intrusion Prevention
System? 
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A. Security Intelligence 

B. Impact Flags 

C. Health Monitoring 

D. URL Filtering 

Correct Answer: B 

https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2019/pdf/BRKSEC-3300.pdf 

 

QUESTION 5

Why should organizations migrate to a multifactor authentication strategy? 

A. Multifactor authentication methods of authentication are never compromised 

B. Biometrics authentication leads to the need for multifactor authentication due to its ability to be hacked easily 

C. Multifactor authentication does not require any piece of evidence for an authentication mechanism 

D. Single methods of authentication can be compromised more easily than multifactor authentication 

Correct Answer: D 
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