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QUESTION 1

Refer to the exhibit, which type of attack is illustrated? 

A. ARP spoofing 

B. CAM overflow 

C. IP address spoofing 

D. ICMP flood 

Correct Answer: A 

 

 

QUESTION 2

A hosted service provider is planning to use firewall contexts in its multitenant environment and will manage these
firewalls on behalf of its customers and allow them access to it for monitoring. For management purposes the lead
architect of the service provider has decided to connect this management interface to a single shared management
zone VLAN (901) and allocate each context a unique IP form the assigned range of this VLAN. Which three statements
about this design are true? (Choose three) 

A. Though this design is valid, a physical interface cannot be allocated to multiple contexts due to ASA traffic classifier
restrictions; this is only possible with subinterfaces. 

B. This design concept is valid and requires some modifications. However, it would be more secure to only allow
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customer management access from the data VLANs in their hosted environment to ensure adequate Layer 2/ Layer 3
separation between tenants 

C. The ASA multicontext traffic classifier works differently for shared interfaces that exist on the same VLAN and have
the same MAC address when NAT is in use, other rules are applied when NAT is not in use. 

D. The ASA classifier works only for data interfaces and not for management interfaces. The No Management-only
command must be applied for this concept to work. 

E. This design concept is not valid because it is not possible to allocate a physical interface to all contexts due to ASA
traffic classifier restrictions, this is only possible with subinterfaces. 

F. Subinterfaces of the interface can be allocated only to contexts and not the actual management physical interface 

G. The design for the management zone does not work unless unique MAC addresses are assigned 

Correct Answer: CDG 

 

 

QUESTION 3

Which three transports have been defined for SNMPv3?(Choose three) 

A. DTLS 

B. SSH 

C. TLS 

D. SSL 

E. IPSec secured tunnel 

F. GET 

Correct Answer: ABC 

 

 

QUESTION 4

Which statement about the Firepower Security Intelligence feature is true? 

A. It uses user-configured ACLs to blacklist and whitelist traffic 

B. It can override custom whitelists to provide greater security against emerging threats 

C. It filters traffic after policy-based inspection is complete and before the default action is taken 

D. Blacklisted traffic is blocked without further inspection 

E. It filters traffic after policy-based inspection is completed and the default action is taken 
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Correct Answer: D 

 

QUESTION 5

Which statement is true about the traffic substitution and insertion attack? 

A. It is a form pivoting in the network 

B. It only works with FTP session 

C. It is form of a DoS attack 

D. It is an evasion technique 

E. It is form of a timing attack 

F. It is used for reconnaissance 

Correct Answer: D 
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