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QUESTION 1

Which statement about zone-based policy firewall implementation is true? 

A. All the interfaces of the device cannot be the part of a same zone 

B. By default traffic between the interfaces in the same zone is allowed 

C. An interface can be member of multiple one zones 

D. If default zone is enabled, then traffic from zone interface to non-zone interface is dropped 

E. A zone pair cannot have a zone as both source and destination 

F. If an interface belong to a zone, then the traffic to and from that interface is always allowed 

Correct Answer: B 

 

QUESTION 2

Which of the following is true regarding ASA clustering requirements? 

A. Only routed mode is allowed in the single context mode 

B. Units in the cluster can be running different software version as long as they have identical hardware configuration 

C. Units in the cluster can have different hardware configuration as long as they are running same software version 

D. Units in the cluster can be in different geographical locations 

E. Units in the cluster can be in different security context modes 

F. Units in the cluster can have different amount of flash memory 

Correct Answer: F 

 

 

QUESTION 3

Within Platform as a Service, which two components are managed by the customer? (Choose two) 

A. Data 

B. networking 

C. middleware 

D. applications 

E. operating system 
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Correct Answer: AD 

 

QUESTION 4

Which two options are benefits of the Cisco ASA Identity Firewall? (Choose two) 

A. It can identify threats quickly based on their URLs. 

B. It can operate completely independently of their services. 

C. It can apply security policies on an individual user or user-group basis. 

D. It decouples security policies from the network topology. 

E. It supports an AD server module to verify identity data. 

Correct Answer: CD 

 

QUESTION 5

Which type of attack uses a large number of spoofed MAC addresses to emulate wireless clients? 

A. DoS against a client station 

B. device-probing attack 

C. authentication-failure attack 

D. Airsnarf attack 

E. chopchop attack 

F. DoS against an access point 

Correct Answer: F 
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