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QUESTION 1

Which statement about the Firepower Security Intelligence feature is true? 

A. It uses user-configured ACLs to blacklist and whitelist traffic 

B. It can override custom whitelists to provide greater security against emerging threats 

C. It filters traffic after policy-based inspection is complete and before the default action is taken 

D. Blacklisted traffic is blocked without further inspection 

E. It filters traffic after policy-based inspection is completed and the default action is taken 

Correct Answer: D 

 

QUESTION 2

With Cisco NGFW, what is used to normalize traffic in order to minimize the chance that an attacker can evade
detection using inline deployments? 

A. Preprocessors 

B. Pre-Filters 

C. Events Action Filters 

D. Lina Processors 

E. Security Intelligence 

Correct Answer: A 

 

QUESTION 3

In order to enable the Certificate Authority (CA) server feature using Simple Certificate Enrollment Protocol (SCEP) on
an IOS device, which three of the following configuration steps are required? (Choose three.) 

A. Set the hostname of the device 

B. Set an authoritative clock source on the device 

C. Enable ip http server on the device 

D. Issue no shut under the crypto pki server command 

E. Enable auto-rollover for the pki server 

F. Generate a self-signed certificate 

Correct Answer: BCD 
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QUESTION 4

Refer to the exhibit. One of the Windows machines in your network is having connectivity issues using 802.1X. Windows
machines are setup to acquire an IP address from the DHCP server configured on the switch, which is supposed to
hand over IP address from the 50.1.1.0/24 network, and forward AAA requests to the radius server at 161.1.7.154 using
shared key "cisco". Knowing that interface Gi0/2 on the switch may receive authentication requests from other devices
and looking at the provided switch configuration, what could be the possible cause of this failure? 

aaa new model aaa authentication login default group radius aaa authentication login NO_AUTH none aaa
authentication login vty local aaa authenticatio dot1x default group radius aaa authentication network default group
radius aaa accounting dot1x default start-stop group radius ! username cisco privilege 15 password 0 cisco dot1x
system-auth-control ! interface GigabitEthernet0/2 switchport mode access ip access-group Pre-Auth in authentication
host-mode multi-auth authentication open authentication port-control auto dot1x pae authenticator ! vlan 50 interface
Vlan50 ip address 50.1.1.1 255.255.255.0 ! ip dhcp excluded-address 50.1.1.1 ip dhcp pool pc-pool network 50.1.1.0
255.255.255.0 default-router 50.1.1.1 ! ip access-list extended Pre-Auth permit udp any eq bootpc any eq bootps deny
ip any any ! radius server ccie address ipv4 161.1.7.4 auth-port 1645 acct-port 1646 key cisco123 ! line con 0 login
authentication NO_AUTH line vty 0 4 login authentication vty 

A. An incorrect ip address is configured for SVI 50. 

B. 802.1X is disabled on the switch. 

C. Authentication for multiple host not configured on interface Gi0/2. 

D. AAA network authorization is not configured. 

E. 802.1x authentication is not enabled on interface Gi0/2. 

F. There is a RADIUS key mismatch. 

G. An incorrect default route is pushed on supplicant from SW1. 

Correct Answer: F 

 

QUESTION 5

What are three pieces of data you should review in response to a supported SSL MITM attack? 

A. the MAC address of the SSL server 

B. the MAC address of the attacker 

C. the IP address of the SSL server 

D. the X.509 certificate of the attacker 

E. the X.509 certificate of the SSL server 

F. the DNS name of the SSL server. 

Correct Answer: CEF 
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