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QUESTION 1

Before performing the penetration testing, there will be a pre-contract discussion with different pen-testers (the team of
penetration testers) to gather a quotation to perform pen testing.

Which of the following factors is NOT considered while preparing a price quote to perform pen testing?
A. Total number of employees in the client organization

B. Type of testers involved

C. The budget required

D. Expected time required to finish the project

Correct Answer: A

QUESTION 2

Identify the framework that comprises of five levels to guide agency assessment of their security programs and assist in
prioritizing efforts for improvement:

A. Information System Security Assessment Framework (ISSAF)

B. Microsoft Internet Security Framework

C. Nortells Unified Security Framework

D. Federal Information Technology Security Assessment Framework

Correct Answer: D
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QUESTION 3

SQL injection attacks are becoming significantly more popular amongst hackers and there has been an estimated 69
percent increase of this attack type.

This exploit is used to great effect by the hacking community since it is the primary way to steal sensitive data from web
applications. It takes advantage of non-validated input vulnerabilities to pass SQL commands through a web application
for execution by a back- end database.

The below diagram shows how attackers launched SQL injection attacks on web applications.

Launching SOL Injection

LTI TR TP EERTTEET T TS TELTTRETEEES s 2

Attacker

Which of the following can the attacker use to launch an SQL injection attack?
A. Blah\\' "2=2 ?

B. Blah\\" and 2=2 -

C. Blah\\"and 1=1 -

D. Blah\V' or 1=1 -

Correct Answer: D

QUESTION 4

If a web application sends HTTP cookies as its method for transmitting session tokens, it may be vulnerable which of
the following attacks?

A. Parameter tampering Attack
B. Sql injection attack

C. Session Hijacking

D. Cross-site request attack

Correct Answer: D
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Reference: https://www.owasp.org/index.php/Cross-site_Scripting_(XSS)

QUESTION 5

A firewall protects networked computers from intentional hostile intrusion that could compromise confidentiality or result
in data corruption or denial of service. It examines all traffic routed between the two networks to see if it meets certain
criteria. If it does, it is routed between the networks, otherwise it is stopped.

Firewall

Why is an appliance-based firewall is more secure than those implemented on top of the commercial operating system
(Software based)?

A. Appliance based firewalls cannot be upgraded

B. Firewalls implemented on a hardware firewall are highly scalable

C. Hardware appliances does not suffer from security vulnerabilities associated with the underlying operating system
D. Operating system firewalls are highly configured

Correct Answer: C
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