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QUESTION 1

What threat categories should you use to prioritize vulnerabilities detected in the pen testing report?
A 1,2,3,45

B. Low, medium, high, serious, critical

C. Urgent, dispute, action, zero, low

D.A,/b,c,d, e

Correct Answer: B

QUESTION 2

A penetration tester performs OS fingerprinting on the target server to identify the operating system used on the target
server with the help of ICMP packets.

Click here to Buy Now!  Manual Togls - O5 Fingerprinting @

Target Hostnams or 1P Address WinPcap Interface [P
[52 1216815 | v[x] [100.21s v

Starc Time: Fri, 02 Rug 2013 02:18:59

Target: 192.168.168.188 [1532.168.168.188)
|Hopa: 2
TargetReached? Yes

e

Nate: hoat oaly responded to & standard PING (echo
segquest) packet. Hoat did not respond te Infe
Request, Tize Sta=p Request, of Address Mask |
[Regqueat. Continuing with indentificacich process. E

Suggest checking box in Settings/'Ignore no
jeeaponse on basic typea’ if you think those ICHF
types ace being blocked between this computer and

the Taoget.
snsamas

Foasible Operating System(s):
[Windows 2008 Server
I

While performing ICMP scanning using Nmap tool, message received/type displays "3 ?Destination Unreachable[5]"
and code 3.
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Which of the following is an appropriate description of this response?
A. Destination port unreachable

B. Destination host unavailable

C. Destination host unreachable

D. Destination protocol unreachable

Correct Answer: A

QUESTION 3

A Demilitarized Zone (DMZ) is a computer host or small network inserted as a "neutral zone" between a company\\'s
private network and the outside public network. Usage of a protocol within a DMZ environment is highly variable based
on the specific needs of an organization. Privilege escalation, system is compromised when the code runs under root
credentials, and DoS attacks are the basic weakness of which one of the following Protocol?

A. Lightweight Directory Access Protocol (LDAP)

B. Simple Network Management Protocol (SNMP)

C. Telnet

D. Secure Shell (SSH)

Correct Answer: D

QUESTION 4

Wireless communication allows networks to extend to places that might otherwise go untouched by the wired networks.
When most people say "Wireless\\' these days, they are referring to one of the 802.11 standards. There are three main
802.11 standards: B, A, and

A. Which one of the following 802.11 types uses DSSS Modulation, splitting the 2.4ghz band into channels?

B. 802.11b

C. 802.11g

D. 802.11-Legacy

E. 802.11n

Correct Answer: A

QUESTION 5

Which of the following contents of a pen testing project plan addresses the strengths, weaknesses, opportunities, and
threats involved in the project?
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A. Project Goal

B. Success Factors
C. Objectives

D. Assumptions

Correct Answer: D
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