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QUESTION 1

Which one of the following components of standard Solaris Syslog is a UNIX command that is used to add single-line
entries to the system log? 

A. "Logger" 

B. "/etc/syslog.conf" 

C. "Syslogd" 

D. "Syslogd.conf" 

Correct Answer: A 

 

QUESTION 2

The objective of social engineering pen testing is to test the strength of human factors in a security chain within the
organization. It is often used to raise the level of security awareness among employees. 

The tester should demonstrate extreme care and professionalism during a social engineering pen test as it might involve
legal issues such as violation of privacy and may result in an embarrassing situation for the organization. Which of the
following methods of attempting social engineering is associated with bribing, handing out gifts, and becoming involved
in a personal relationship to befriend someone inside the company? 

A. Accomplice social engineering technique 

B. Identity theft 

C. Dumpster diving 

D. Phishing social engineering technique 

Correct Answer: A 
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QUESTION 3

External penetration testing is a traditional approach to penetration testing and is more focused on the servers,
infrastructure and the underlying software comprising the target. It involves a comprehensive analysis of publicly
available information about the target, such as Web servers, Mail servers, Firewalls, and Routers. 

Which of the following types of penetration testing is performed with no prior knowledge of the site? 

A. Blue box testing 

B. White box testing C. Grey box testing 

D. Black box testing 

Correct Answer: D 

 

QUESTION 4

What are the scanning techniques that are used to bypass firewall rules and logging mechanisms and disguise
themselves as usual network traffic? 

A. Connect Scanning Techniques 

B. SYN Scanning Techniques 

C. Stealth Scanning Techniques 

D. Port Scanning Techniques 

Correct Answer: C 

 

QUESTION 5

What are the 6 core concepts in IT security? 
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A. Server management, website domains, firewalls, IDS, IPS, and auditing 

B. Authentication, authorization, confidentiality, integrity, availability, and non-repudiation 

C. Passwords, logins, access controls, restricted domains, configurations, and tunnels 

D. Biometrics, cloud security, social engineering, DoS attack, viruses, and Trojans 

Correct Answer: B 
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